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Tip tra loi

Cau tra 161 thuong ding Cau tra 1oi thuong sai
Should be Must be, have to
May be Only
Can be All, full
Prove

Chapter 1. Fundamentals of Testing - Nguyén tic co ban ciia thir nghiém

1.1 What is testing?- Thir nghiém la gi?
ISO/IEC/IEEE 29119-1 standard

1.1.1 Test objectives

Objectives Phase

1  |Evaluating work products such as requirements, user stories, designs, |Review
and code - Panh gi4 cac work product nhu yéu cau, cAu chuyén cia
nguoi dung, thiét ké va ma

2 [Triggering failures and finding defects - Kich hoat 13i va tim 15 All

3 |Ensuring required coverage of a test object- Bam bao pham vi bao phu |Execution test
can thiét cua ddi tuong thir nghiém

4 |[Reducing the level of risk of inadequate software quality- Giam mac  |All
d6 rui ro v& chét lugng phan mém khang phu hop

5  |Verifying whether specified requirements have been fulfilled- Xac All
minh xem cac yéu ciu quy dinh c6 dugc dap Gng hay khong

6  |Verifying that a test object complies with contractual, legal, and All
regulatory requirements- Xé4c minh ring déi tugng thir nghiém tuan
thi cac yéu ciu hop ddng, phép Iy va quy dinh

7 Providing information to stakeholders to allow them to make informed |Smoke test, final
decisions- Cung cp thong tin cho c4c bén lién quan dé cho phép ho  [test
dua ra quyét dinh sang subt

8  |Building confidence in the quality of the test object-Xay dung niém tin [Acceptance test
vao chét lwong cia déi twong thir nghiém

9  |Validating whether the test object is complete and works as expected-
Xac thue xem ddi tugng thir nghiém c6 hoan chinh va hoat dong nhu
mong doi hay khéng

Test methods

Verify ( verification) Validate ( validation)

Puoc tao bai chi Ta Thi Thinh, gidm déc trung tam QRS
Skype: ta.thinh0204, zalo: 0986775464 5




Compare with the first documents Compare with user’s need or expectations

Do it right Do right it

Cost of finding /
and fixing bugs
increases over time

Relative Cost of 2 Bugfix

TIME
Requirements Deslgn Coding Test Implementation

K3 thuat review Requirement va make QnA: 5W1H

K3 thuat design test case: success va unsuccess ( valid va invalid)

X-
Regression
test

1.1.2 Testing and Debugging

Testing can trigger failures that are caused by defects in the software (dynamic testing) or can directly find
defects in the test object (static testing).- Kiém thir c6 thé gay ra I3i do I3i trong phan mém (kiém thr
dong) hoic ¢ thé tryc tiép tim ra 15i trong dbi tuong kiém thir (kiém thir tinh).

The typical debugging process:- Qua trinh g& 18i dién hinh:
« Reproduction of a failure - T&i tao mot thit bai
« Diagnosis (finding the root cause) - Chin doéan (tim ra nguyén nhéan gbc r&)

« Fixing the cause (remove, repair) - Khéc phuc nguyén nhan (loai bo, sira chita)
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1.2 Why is Testing Necessary?- Tai sao thir nghiém la cin thiét?

1.2.1. Testing’s Contributions to Success - Dong gop ciia thir nghiém vao thanh cong

- Testing contributes to higher quality test objects.- Thir nghiém g6p phan tao ra cac dbi twong thir nghiém
c6 chét lwong cao hon.

- Contributing to decisions to move to the next stage (such as the release decision)- Béng gop vao céc
quyét dinh chuyén sang giai doan tiép theo (ching han nhu quyét dinh phat hanh)

- Testing provides users with indirect representation on the development project- Thir nghiém cung cip
cho ngudi ding s trinh bay gian tiép vé dy an phat trién

- Testing may also be required to meet contractual or legal requirements, or to comply with regulatory
standards.- Viéc thir nghiém ciing c6 thé dugc yéu ciu dé dap tng cac yéu ciu hop ddng hoic phap ly
hogc dé tuan thi céc tiéu chuin quy dinh.

1.2.2 Quality Assurance and Testing- Pdm bdo chit lirgng va test

Quality Assurance (QA) A is a process-oriented,
preventive approach:

Action:
Testing (Quality

Control) is a product-
oriented, corrective
approach

-Build, follow a good process

- Training

- Measurement
Action: review, run test,

design test case

dality Management

<J
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1.2.3 Errors, Defects, and Failures

Root cause o L e ; > o e
F improve process to prevent multiple defects, failures

? ‘Mlsmke’ Cause of failure ~
Error : : Dev debug to fix
humance action = —

wrong: .
he/she is not trained, ¥
inexperience, time =
e g
pressure,.... Defect/Fault A~
iy
3 S ANL X
incorrect in YY)
- i T
documents or LT
source code o
Failure

Run package, expected
result >< actual
Defect= Bug= Fault

A root cause is a fundamental reason for the occurrence of a problem - Nguyén nhan géc ré a nguyén
nhan co ban dan dén sy xuét hién caa mot van dé

Root causes analysis help to prevent the further similar failures or defects.- Phan tich nguyén nhan géc ré
gitip ngan ngira nhitng defecthozc Defect twrong ty tiép theo.

1.3 Seven Principles of Testing- Bay nguyén tic kiém thir

1. Testing shows the presence, not the absence of defects, cannot prove that there are no defects (khong
prove ching minh gi hét)- Test cho thay cé su hién dién chir khong phai 1a khéng cé khuyét tat, khong thé
chirng minh duoc 1a khong cé khuyét tat (khong ching minh duoc hét)

2. Exhaustive testing is impossible- Test toan dién & khong thé

Test everything (all combination of inputs and preconditions) is not feasible, except in trivial case- Test
moi thir (tat ca su két hop cua dau vao va diéu kién tién quyét) déu khong kha thi, ngoai trir treong hop
tam thudng

3. Early testing saves time and money- Thir nghiém sém gidp tiét kiém thoi gian va tién bac

To find defects early, both static testing and dynamic testing should be started as early as possible- Dé
s6m tim ra 13i, ca static test va dynamic test nén dwoc bét ddu cang sém cang tét.

4. Defects cluster together (defect density)- Céc I18i cum lai véi nhau (mat dé 16i)

A small numbers of modules usually contains most of the defects- M6t s6 lwong nhé md-dun thudng chira
hau hét cac I5i
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5. Tests wear out- C4c bai test bi hao mon

If the same tests are repeated many times, they become increasingly ineffective in detecting new defects-
Néu céc thir nghiém twong ty dwoc lap lai nhidu 13n, ching ngay cang tré nén kém hiéu qua trong viéc
phét hién cac 16i méi.

To overcome this effect, existing tests and test data may need to be modified, and new tests may need to
be written. However, in some cases, repeating the same tests can have a beneficial outcome, e.g., in
automated regression testing- D& khic phuc hiéu tng nay, cac thir nghiém hién c6 va dit liéu thir nghiém
c6 thé can phai dugc stra d6i va cd thé can phai viét cac thir nghiém maéi. Tuy nhién, trong mot s6 truong
hop, viéc lap lai cac thir nghiém tuong tu c6 thé mang lai két qua co loi, vi du: trong thir nghiém hdi quy
tu dong

6.Testing is context dependent - Kiém thir phu thugc vao ngix canh

Testing is done differently in different context- Test dwoc thuc hién khac nhau trong béi canh khéc nhau
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Ecommerce Website

Production environment

Performance tool . Datab
Netwoietonl System test or system import Database

Két ndi API integration test environment

Mock objects |___ Clean Database

integration test environment

Framework ——l Development cn\'iromneml— Debug tool

Can't find operational defect

7. Absence of error fallacy - Khong c6 16i nguy bién

All specified requirements and fixing all defects that does not fulfill the users’ needs and expectations- Tat
ca cac yéu cau duogc chi dinh va khic phuc tit ca cac 15i khong dap tng duoc nhu ciu va mong doi cua
ngudi dung

1.4 Test Activities, Testware and Test Roles- Hoat dong kiém thir, phan mém kiém thir va vai tro
kiém thir

1.4.1. Test Activities and Tasks- Hoat djng va nhiém vu test

Test Test
planing analysis

Test Test Test Test

design implementation execution completion

Test monitoring and control

Test activities  [Task Testware
Test planning-  |Create and update a test plan: scope, objectives, test plan
Lap ké hoach  lapproach, schedule, define entry & exit criteria- Tao va  [test schedule
test cap nhat k& hoach test: pham vi, muc tiéu, cach tiép cén, |risk register

lich trinh, x4c dinh tiéu chi dau vao va dau ra entry and exit criteria
Test Compare actual with plan- So sanh thuc té véi ké hoach [test progress reports
monitoring-

Giam sat test Measurement: progress, quality,...- Do luong: tién do, | risk information
chat lugng,. ..

Create a test report- Tao bao céo thir nghiém
Test control- Make decisions (corrective actions)- Pua ra quyét dinh  [documentation of control -

Kiém soat thir
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nghiém

Test analysis
(What to test?)-
Phan tich thir
nghiém

(Test cai gi?)

Test design
(How to test?)-
Thiét ké thir
nghiém

(Lam thé nao aé
test?)

Test
implementation-
Thuc hién thir
nghiém

Test execution-
Thuec hién test

(hanh dong khéc phuc)

Evaluate exit criteria for test execution- Banh gia cac
tiéu chi ddu ra dé thuc hién kiém tha

Analyzing the test basis to identify testable features-
Phan tich co s& kiém thir dé xac dinh céc tinh ning c6
thé kiém thir

Define and prioritize associated test conditions (list of
features to be tested)- Xéc dinh va wu tién cac didu kién
test lién quan (danh sach céc tinh ning can test)

Identify the related risks and risk levels- Xac dinh cac
rui ro lién quan va mirc d6 rai ro

Elaborating the test conditions into test cases and other
testware - Xay dung céc didu kién thir nghiém thanh cac
truong hop thir nghiém va phan mém thir nghiém khéc

Identifying test data requirement and test environment,
tools, infrastructure- Xéc dinh yéu cau di lidu thu
nghiém va méi truong thir nghiém, cbng cy, co sé ha
tang

Creating or acquiring the testware necessary for

test execution (e.g., test data)- Tao hoac thu thap
phan mém kiém thir can thiét dé thuc hién kiém

thir (vi du: dit ligu kiém thir)

Create manual or automation test scripts, test
procedures, test suites- Tao kich ban kiém thir tha
cong hoic tu dong, quy trinh kiém thir, bo kiém
thu

Building or verify the test environment- Xay dung
hodc xac minh méi trudng thie nghiém

Run tests manual or automation- Chay thir nghiém thu
cong hoac ty dong hoa

Compare actual and expected results, log test results-
So sanh két qua thuc té va du kién, ghi lai két qua test

Analyzing anomalies (discrepancies)- Phan tich sy bt
thudng (su khéc biét)

Reporting defects
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directives - chi thi

test conditions (e.g.,
acceptance criteria)- diéu

kién test (vi dy: tiéu chi chép

nhan)

defects in the test basis-
Defect trong co sé thir
nghiém

test cases

test charters

coverage items

test data requirements

test environment
requirements

test procedures
automated test scripts

test suites, test data, test
execution schedule

test environment
elements (stubs,
drivers, simulators,
service virtualizations.)

Test results
test logs

defect reports
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Test Activities usually occur at project milestones- Cac test completion report- bdo
completion- hoat déng thuong dién ra tai cac moc quan trong cia  |c&o hoan thanh thir nghiém
Hoan thanh test |4, 4
) action items for
Create Change Request for unresolved defects- Tao improvement- cAc muc
Yéu ciu Thay déi cho céc 1i chwa duogc giai quyét hanh dong dé cai thién
Collect and hand over testware to the appropriate documented lessons
teams- Thu thap va ban giao testware cho cac nhém learned - ghi lai bai hoc
thich hop kinh nghiém
Analyzing lessons learned - Phén tich bai hoc rat ra change requests - yéu ciu
o . thay doi
Improve test process- Cai thién quy trinh test

1.4.2. Test Process in Context - Quy trinh test trong béi cinh

Test activities are an integral part of the development processes. the way the testing (test process) is
carried out will depend on a number of contextual factors:- Hoat dong thir nghiém 1a mét phan khéong thé
thiéu trong qué trinh phat trién. cach thyc hién thir nghiém (quy trinh thir nghiém) s& phu thudc vao mot sé
yéu tb ngir canh:

« Stakeholders (needs, expectations, requirements, willingness to cooperate, etc.) - Cac bén lién quan
(nhu ciu, mong doi, yéu cau, sw sdn sang hop tac, v.v.)

« Team members (skills, knowledge, level of experience, availability, training needs, etc.) - Cac thanh
vién trong nhém (k§ ning, kién thirc, mae d6 kinh nghiém, tinh sn sang, nhu cau dao tao, v.v.)

« Business domain (criticality of the test object, identified risks, market needs, specific legal regulations,
etc.) - Linh vuc kinh doanh (mirc d6 quan trong cua dbi tugng thir nghiém, rai ro duge xac dinh, nhu ciu
thi truong, quy dinh phéap Iy cu thé, v.v.)

« Technical factors (type of software, product architecture, technology used, etc.) - Cac yéu t5 k§ thuat
(loai phan mém, kién tric san phim, cong nghé dugc sir dung, v.v.)

« Project constraints (scope, time, budget, resources, etc.) - Cac rang budc cua dy an (pham vi, thoi gian,
ngén séach, ngudn luc, v.v.)

- Organizational factors (organizational structure, existing policies, practices used, etc.) - C4c yéu t6 t&
chirc (co céu td chirc, chinh sach hién tai, thuc tién dugc &p dung, v.v.)

* Software development lifecycle (engineering practices, development methods, etc.) - Vong doi phat
trién phin mém (thuc hanh k¥ thuat, phuong phép phét trién, v.v.)

« Tools (availability, usability, compliance, etc.)- Cac cong cu (tinh sin c6, kha ning sir dung, tinh tuan
thu, v.v.)

1.4.3. Testware

Testware is created as output work products from the test activities- Phin mém kiém thir dugc tao ra duéi
dang work product dau ra tir cac hoat dong kiém thir

Puoc tao bai chi Ta Thi Thinh, gidm déc trung tam QRS

Skype: ta.thinh0204, zalo: 0986775464 12



1.4.4 Traceability between the Test Basis and Testware

Implement effective test monitoring and control, establish and maintain traceability throughout the test
process between the test basis elements, testware associated with these elements, test results, and detected
defects. - Thyc hién giam sat va kiém soét thir nghiém hiéu qua, thiét 1ap va duy tri kha ning truy xuét
ngudn gbc trong sudt qua trinh thir nghiém giita cac thanh phan co sé thir nghiém, phdn mém thir nghiém
duoc lien két vai céc thanh phan nay, két qua thir nghiém va céc 18i duoc phat hién.

Accurate traceability supports coverage evaluation. Example: - Truy xuét ngudn géc chinh xé4c h
tro' danh gia pham vi bao hiém. Vi du:

Traceability of test cases to requirements can verify that the requirements are covered by test cases. - Kha
néng truy nguyén céc truong hop kiém thir theo yéu ciu cé thé xac minh ring cac yéu cau dugc bao phu
bai cac truong hop kiém thir.

Traceability of test results to risks can be used to evaluate the level of residual risk in a test object.- Truy
xuit ngudn gdc cua két qua thir nghiém ddi vai rai ro cé thé duoc sir dung dé danh gia mirc d6 rui ro con
s6t lai trong dbi tuong thur nghiém.

Determine the impact of changes, - X4c dinh tic ddng cia su thay déi
Facilitates test audits - Tao diéu kién thuan lgi cho viéc test audit

Helps meet IT governance criteria - Gidp dap wng tiéu chi quan tri CNTT

1.4.5. Roles in Testing

Test manager (test leader) Tester

takes overall responsibility for the test process,
test team and leadership of the test activities. -
chiu trach nhiém chung vé qua trinh test, nhém
test va 1anh dao cac hoat dong test.

takes overall responsibility for the engineering
(technical) aspect of testing - chju trach nhiém
chung vé khia canh k¥ thuat (k¥ thuat) cia thir
nghiém

focused on the activities of test planning, test
monitoring and control and test completion. -
Tap trung vao cac hoat dong lap ké hoach test,
giam sat va kiém soat test va hoan thanh test.

focused on the activities of test analysis, test design,
test implementation and test execution. - Tap trung
VAo cac hoat dong phan tich kiém thir, thiét ké kiém
thu, thuc hién kiém ther va thuc hién kiém thi.

1.5. Essential Skills and Good Practices in Testing - Cac k§ niing cin thiét va thye hanh tét trong
testing

1.5.1. Generic Skills Required for Testing - Ky ning chung cén thiét dé kiém thi
* Testing knowledge

« Thoroughness, carefulness, curiosity, attention to details, being methodical - Ti mi, cin than, to mo, chu
¥ dén chi tiét, co phuong phéap

« Good communication skills, active listening, being a team player - K¥ ning giao tiép tét, ling nghe tich
cuc, ¢ tinh thin dong doi

* Analytical thinking, critical thinking, creativity - Tu duy phan tich, tu duy phé phéan, sng tao
« Technical knowledge (test tools) - Kién thirc k§ thuat (cong cu test)

« Domain knowledge (business requirement) - Kién thirc vé& mién (yéu ciu kinh doanh)
Puoc tao bai chi Ta Thi Thinh, gidm déc trung tam QRS
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1.5.2. Whole Team Approach - Phuong phdp tiép cin toan dpi

One of the important skills for a tester is the ability to work effectively in a team context and to contribute
positively to the team goals (the whole team approach) - Mét trong nhiing k§ ning quan trong di véi
ngudi kiém thir 13 kha nang 1am viéc hidu qua trong bdi canh nhom va déng gop tich cuc vao muc tiéu cia
nhém (cach tiép can caa ca nhém)

In the whole-team approach any team member with the necessary knowledge and skills can perform any
task, and everyone is responsible for quality - Trong cach tiép c4n toan nhém, bét ky thanh vién nao trong
nhém c6 kién thirc va k§ ning can thiét déu c6 thé thyc hién bt ky nhiém vu nao va moi ngudi déu chiu
trach nhiém vé chit luong.

1.5.3. Independence of Testing

y

outsource
Testers external

Testers from
the business

y

Test team or organization
group
Other
developers or
Author testers within
developers test team
their own code
Main benefits Drawbacks

- Recognize different kinds of failures and defects |- Isolated from the development team- Bi ¢ lap
(biases) - Nhan biét cac loai thit bai va Defect khoi nhém phat trién

khéc nhau (thanh kicn) - Developers may lose a sense of responsibility for

- Verify, challenge, or disprove assumptions- Xac |quality- Nha phat trién c6 thé mit y thuc trach
minh, théch thirc hogic bac bo cac gia dinh nhiém vé chét luong

- Independent testers may be seen as a bottleneck
or be blamed for delays in release. - Nhitng
ngudi thir nghiém doc 1ap c6 thé bj coi 1a diém
ngh&n cb chai hoac bj d6 15i cho sy cham tré
trong viéc phat hanh.
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CHAPTER 2. Testing Throughout The Software Development Lifecycle - Test trong sudt vong doi
phat trién phin mém

2.1.Testing in the Context of a Software Development Lifecycle - Kiém thir trong bdi cinh vong doi
phat trién phin mém

2.1.1. Impact of the Software Development Lifecycle on Testing - Tdc dgng ciia vong doi phdt trién
phin mém dén viéc test

Testing must be adapted to the SDLC to succeed. The choice of the SDLC impacts on the:- Viéc test phai
duoce didu chinh phil hop véi SDLC dé thanh cong. Viéc lya chon SDLC tac dong dén:

* Scope and timing of test activities (e.g., test levels and test types)- Pham vi va thoi gian cia cac hoat
dong test (vi du: cip do test va loai test)

« Level of detail of test documentation -Mrc d6 chi tiét cua tai liéu kiém thir
* Choice of test techniques and test approach -Lua chon k¥ thuét test va phwong phap test
« Extent of test automation -Muc do6 tu dong héa thir nghiém

* Role and responsibilities of a tester- Vai tro va trach nhiém cua nguoi thie nghiém

2.1.2. Software Development Lifecycle and Good Testing Practices- Vong doi phit trién phan mém va
thyc hanh kiém thiv tot
Good testing practices:- Thuc hanh thir nghigm tét:

« For every software development activity, there is a corresponding test activity - D&i véi mdi hoat dong
phét trién phian mém d&u c6 hoat dong kiém thir trong tng

« Different test levels have specific and different test objectives- Cac cép dé test khac nhau c6 muc tiéu
test cu thé va khac nhau

» Test analysis and design for a given test level begins during the corresponding development phase of the
SDLC - Phan tich va thiét ké thir nghiém cho mét cip do thir nghiém nht dinh bét dau trong giai doan
phét trién tuong ting ciia SDLC

« Testers are involved in reviewing work products as soon as drafts- Nguoi kiém thur dugc tham gia review
work product ngay khi c6 ban nhap

2.1.3. Testing as a Driver for Software Development - Thit nghigm nhiw mét trinh diéu khién dé phit
trién phin mém

TDD, ATDD and BDD are similar development approaches, where tests are defined as a means of
directing development. Each of these approaches implements the principle of early testing and follows a
shift-left approach since the tests are defined before the code is written - TDD, ATDD va BDD la cac
phuong phap phit trién twong ty nhau, trong d6 cac thir nghiém dugc x4c dinh 1a phuong tién dinh huéng
phét trién. M3i cach tiép can nay déu thuc hién nguyén tic thir nghiém sém va tuan theo céch tiép can
dich chuyén trai vi cac thir nghiém duoc xac dinh trudc khi viét ma.

Test-Driven Development (TDD): - Phét trién dwa trén thir nghiém (TDD):

* Directs the coding through test cases (instead of extensive software design) -Chi dao ma héa thong qua
céc truong hop thir nghiém (thay vi thiét ké& phan mém ma rong)
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* Tests are written first, then the code is written to satisfy the tests, and then the tests and code are
refactored - Cac bai test duoc viét trude, sau do ma duoc viét dé dap ung céc bai test, sau do cac bai test
va ma duogc cau tric lai

Iteration
begins

Requirement
definitionand
Test Creation

Test Pass

Feature Testrun and
completion failureanalysis

Code
implementation
and Refactoring

Acceptance Test-Driven Development (ATDD):- Phat trién dwa trén thir nghiém chip nhan
(ATDD):

« Derives tests from acceptance criteria as part of the system design process - Xuit phat cac bai test tir tiéu
chi chap nhan nhu mét phan cua quy trinh thiét ké hé théng

* Tests are written before the part of the application is developed to satisfy the tests - C&c bai test duogc
viét truc khi mét phan cua tmg dung duoc phat trién ¢ dap ung céc bai test

Behavior-Driven Development (BDD): - Phat trién theo hwéng hanh vi (BDD):

« Expresses the desired behavior of an application with test cases written in a simple form of natural
language, which is easy to understand by stakeholders — usually using the Given/When/Then format. -
Thé hién hanh vi mong muén cia mét tng dung véi cac truong hop kidm thir duoc viét bing dang ngon
ngt ty nhién don gian, d& hidu ddi véi cac bén lién quan - thuong sir dung dinh dang Cho trudce/Khi/Sau
do.

« Test cases are then automatically translated into executable tests - Cac truong hop thir nghiém sau do
duoc ty dong chuyén thanh cac thir nghiém cé thé execute dwoc

Example:- Vi du:
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The Given-When-Then formula is a template intended to guide the writing of acceptance tests for a User
Story:- Cong thirc Given-When-Then 14 mét mau nhim huéng dan viét cac bai test chip nhan cho Cau chuyén
cua ngudi dung:

(Given) some context -(Cho) mét sb bdi canh

(When) some action is carried out -(Khi) mét s6 hanh déng dugc thyc hién

(Then) a particular set of observable consequences should obtain -(Sau d6) mét tap hop cu thé cac hau
qua c6 thé quan sat duoc s& thu dugc

1 Feature: Title of the Scenario

N

Given [Preconditions or Initial Context]
When [Event or Trigger]
Then [Expected output]

Bow

Vi du test cases dang Gherkin:

1 | Feature: Login Page
2
3 Scenario Outline: Login page to HRM
4 Given user navigate to url "<url>"
5 When user enter username "<username>" and password "<password>"
6 And click login button
7 Then The user redirect to Dashboard page
8 Examples:
9 | url | username | password |
10 | https://app-hrsale.com/ | frances.burns| frances.burns|
1 | @Given("user navigate to url {string}")
2 public void userNavigateToUrl(String url) {
3 System.out.println("Driver on Steps class: " + driver);
4 driver.get(url);
51}
6
7 | @When("user enter username {string} and password {string}")
8 public void userEnterUsernameAndPassword(String email, String password) {
9 WebUI.sleep(1);
1e driver.findElement (By.xpath("//input[@id="1iusername’]"}).sendKeys(email);
11 driver.findElement (By.xpath("//input[@id="ipassword']")).sendKeys (password);
12 | }
13
14 | @And("click login button™)
15 public void clicklLoginButton({) {
16 WebUI.sleep(1);
17 driver.findElement (By.xpath("//button[@type="submit']"}).click();
18 | }
19
20 | @Then("The user redirect to Dashboard page")
21 public void theUserRedirectToDashboardPage() {
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Feature: Calculator

Scenario: Add two Positive numbers
Given I have entered 10 into the calculator
And I have entered 20 into the calculator
When I press add
Then the result should be 36 on the screen

Scenario: Add two Negative numbers
Given I have entered -1@ into the calculator
And I have entered -20 into the calculator
When I press add
Then the result should be -38 on the screen

2.1.4. DevOps and Testing

DevOps is an organizational approach aiming to create synergy by getting development (including testing)
and operations to work together to achieve a set of common goals.- DevOps la mot phuong phép tiép can
t6 chtrc nhdm tao ra sicc manh téng hop bang cach 1am cho s phat trién (bao gdm ca thir nghiém) va cac
hoat déng phdi hop véi nhau dé dat duoc mét loat cac myc tiéu chung.

DevOps promotes team autonomy, fast feedback, integrated toolchains, and technical practices like
continuous integration (Cl) and continuous delivery (CD) - DevOps thiic ddy quyén tu chii cia
nhém, phan hdi nhanh, chudi cong cu tich hep va thuc hanh k§ thuat nhuw tich hep lién tuc (CI) va
phan phéi lién tuc (CD)

Benefits of DevOps: - Lgi ich cia DevOps:

« Fast feedback on the code quality, and whether changes adversely affect existing code - Phan hdi nhanh
vé chit lugng ma va liéu cac thay ddi c6 anh huéng xdu dén ma hién tai hay khong

» Cl promotes a shift-left approach in testing by encouraging developers to submit high quality code
accompanied by component tests and static analysis - CI thiic ddy cach tiép can dich chuyén sang trai
trong thir nghiém bing cach khuyén khich cac nha phat trién giri ma chét lugng cao kém theo thir nghiém
thanh phin va static analysis

* Promotes automated processes like CI/CD that facilitate establishing stable test environments - Thic
day cac quy trinh tw dong nhu CI/CD tao diéu kién thuan lgi cho viéc thiét lap méi truong thir nghiém én
dinh

« Increases the view on non-functional quality characteristics (e.g., performance, reliability)- Tang
quan diém vé& c4c dic tinh chét luong phi chirc ning (vi du: hiéu sut, do tin cay)

» Automation through a delivery pipeline reduces the need for repetitive manual testing - Ty dong hoa
théng qua quy trinh phan phéi gitp giam nhu cau test thii cong lap di lap lai

* The risk in regression is minimized due to the scale and range of automated regression tests - Rui ro
trong hdi quy dwoc giam thiéu nho quy md va pham vi test hdi quy tu dong

DevOps risks and challenges: - Rii ro va thach thic ciia DevOps:

« The DevOps delivery pipeline must be defined and established - Quy trinh phan phdi DevOps phi dugc
xéc dinh va thiét lap

« CI/ CD tools must be introduced and maintained -Céc cdng cu CI/CD phai dugc gidi thiéu va duy tri
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* Test automation requires additional resources and may be difficult to establish and maintain - Tu dong
héa thir nghiém yéu cau ngudn lyc b sung va cé thé kho thiét 1ap va duy tri

2.1.5. Shift-Left Approach - Phuwong phdp Shift-Tréi

Shift-left normally suggests that testing should be done earlier - Shift-left thwong gei y ring viéc test
nén dwgc thuc hién sém hon

good practices of a “shift-left” in testing: - cic phuong phap hay vé “shift-left” trong thir nghiém:
 Reviewing the specification from the perspective of testing, finding potential defects, such as
ambiguities, incompleteness, and inconsistencies - Xem xét dac ta tir goc do thar nghiém, tim ra céc 13i
tiém 4n, ching han nhu sy mo hd, khéng dy da va khdng nhét quéan

» Writing test cases before the code is written and have the code run in a test harness during code
implementation -Viét cac truong hop kiém thir trugc khi viét code va chay code trong bo khai théc kiém
thir trong qué trinh trién khai code

» Using CI and even better CD as it comes with fast feedback and automated component tests to
accompany source code when it is submitted to the code repository - Str dung CI va tham chi 1a CD tét
hon vi n6 ¢6 phan hdi nhanh va test thanh phin tu déng di kém véi code ngudn khi code duoc gui téi kho
luu trit code

» Completing static analysis of source code prior to dynamic testing, or as part of an automated process
- Hoan thanh static analysis code ngudn truéc khi dynamic test hoac 1a mét phan caa quy trinh ty dong

* Performing non-functional testing starting at the component test level, where possible. - Thuc hién
kiém thir phi chirc ning bét dAu tir cip d6 kiém thir thanh phan, néu c6 thé.

2.1.6. Retrospectives and Process Improvement - Hai twéng va cdi tién quy trinh

Retrospectives (also known as “post-project meetings” and project retrospectives) are often held at the
end of a project or an iteration. - Cac budi hdi tuéng (con dugc goi 1 “cac cudc hop sau dir 4n” va cic
budi hdi trong dy 4n) thuong duoc td chirc vao cudi dy an hozc khi lap lai dy én.

In these meetings the participants discuss: - Trong cac cudc hop nay, nhiing nguoi tham gia thao luan vé:
 What was successful, and should be retained? - Piéu gi di thanh cong va cin dwoc giit lai?

+ What was not successful and could be improved? - Pidu gi chwa thanh cong va cé thé dwoc cai
thién?

« How to incorporate the improvements and retain the successes in the future?- Lam thé nao aé két
hep nhiing cai tién va giir lai nhitng thanh cong trong twong lai?

The results should be recorded and are normally part of the test completion report. Retrospectives are
critical for the successful implementation of continuous improvement and it is important that any
recommended improvements are followed up. - Cac két qua phai dwoc ghi lai va thuong la mot phin cia
bao cao hoan thanh thir nghiém. Viéc xem xét lai la rit quan trong dé thuc hién thanh cong cai tién lién tuc
va didu quan trong 12 moi cai tién dugc dé xuét ddu phai duoc theo dbi.

Typical benefits for testing include: - Cac loi ich dién hinh ciia viéc thir nghiém bao gém:
« Increased test effectiveness / efficiency - Tang hiéu qua/ning sudt test
« Increased quality of testware - Tang chat lugng cuia phan mém thar nghiém
« Team bonding and learning - Gén két va hoc tap nhém
« Improved quality of the test basis - Cai thi¢n chat luong cta co s& thir nghiém
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« Better cooperation between development and testing - Hop tac tot hon giira phét trién va thir nghiém

2.2.Test Levels and Test Types - Cap dé test va loai test

Test Levels
Item Objective Environment /Approach
- Focuses on testing components Development environment
in isolation.- Téap trung vao viéc | . P - Test-first approach -
, RSN A <~ |with framework, debug . ,
Component thur nghiém cac thanh phan mot PR ., ..z |[Phuong phap thu
. . TN o tool,... -M®4i truong phat trién A DA
testing (Unit cach riéng biét. P R nghiém dau tién
. e . véi framework, cong cu .
test) - Test - Requires specific support: test debu - Test driven
thanh phan harnesses or unit test g iy . development (TDD) -
. A A 1X (Can’t find operational A .
(Test don vi) frameworks-- Yéu cau ho trg cu defects)-( Khong thé tim thé Phat trién theo huéng
thé: khai thac thir nghiém hodc |5, %7\ & Y lthr nghiém (TDD)
Ny A . 101 van hanh)
khung thir nghiém don vi
- Big-bang integration
Component Focuses on testing the interfaces - Tich hop bung no
integration and interactions between - Incremental
testing - Test  [components - Tép trung vao integration: - Tich hop
tich hop thanh |viéc test giao dién va tuong tac ting dan:
phan gifra cac thanh phan +Top-down
+Bottom up
- Focuses on the overall
behavior and capabilities of an
Svstem entire system -- T4p trung vao  [a complete system in a
yst ., hanh vi va kha néng tong thé representative test
Testing- Thir RN : 1A A
nghiém hé cua toan bg h¢ thong environment -mot hé thong
théne ‘ - Test the end-to-end tasks and  |hoan chinh trong méi trudng
g quality characteristics -- Test thir nghiém dai dién
cac nhiém vu tr dau dén cudi va
dac tinh chat lugng
- Focuses on testing the
System interfaces of the system under
; . test and other systems and o .
integration external services-- Tap trun similar to the operational
testing - Kiém s e 12 AP UUNE environment - tuong tu nhu
L, ~ |vao viéc kiém thtr cac giao dién PO A
thir tichhgphé | .~ 7~ - . |moi truong hoat dong
théng cua h¢ thong duge kiem thir va
cac h¢ thong khéc ciing nhu cac
dich vu bén ngoai
4 forms

Acceptance test
- Test chap
nhin

- Focuses on validation and on
demonstrating readiness for
deployment (the system fulfills
the user’s business needs) --
Tap trung vao vi¢c xac nhan va
thé hién su sdn sang trién khai
(hé thong d4p g nhu ciu kinh
doanh cua nguoi dung)

1. user acceptance
testing (UAT) - Test
chap nhan cia ngudi
dung (UAT)

2. operational
acceptance testing -
thir nghiém chip nhan
hoat dong

3. contractual and
regulatory acceptance
testing - thir nghiém
chip nhan hop ddng

va quy dinh
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4. alpha testing and
beta testing.- thir
nghiém alpha va thir
nghiém beta.

Test Types

1.Functional and Non-functional (ISO/IEC 25010) - Chirc ning va

phi chire ning (ISO/IEC 25010)

2.White box test
(structure) and Black
box test - Kiém thir hgp
tring (ciu trac) va kiém
thir hop den

Functional/ Suitability

(What the system do?) - Chuac
nang/Sy phu hgp

(Hé théng lam gi?)

Non-functional/ attributes/ software
quality characteristics

(how well the system behaves?) - Bac
tinh phi chtrc nang/thudc tinh/chat
luong phan mém

(hé théng hoat dong tbt nhur thé nao?)

Chapter 4

Includes: - Bao gdm:
- Completeness - Tinh ddy du

- Correctness (accuracy) - Do dung
(accuracy)

- Appropriateness (usefull) - Tinh
phu hop (hitu ich)

Includes: -Bao gdm:

- Performance (time behavior: load
test, stress test, volume test) - Hiéu
suét (hanh vi thoi gian: test tai, test
cing thing, test Am luong)

- Compatibility - Kha nang tuwong
thich

- Usability (How easy to use?) - Kha
ning sir dung (D& sir dung nhu thé
nao?)

- Reliability (Recoverability) - B¢ tin
cay (Kha nang phuc hdi)

- Security- Bao vé

- Maintainability (How easy to
modify?) - Kha ning bao tri (Dé sira
d6i nhu thé nao?)

- Portability ( how easy to install?) -

Tinh di dong (d& cai dat nhu thé
nao?)
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2.2.3. Confirmation Testing and Regression Testing - Test xdc nhdn va test hoi quy

Confirmation testing: confirms that an original defect has been successfully fixed. - Test xac nhan: xac
nhan ring 15i ban diu da duoc sira thanh cong.

Including: -Bao gdm:

« executing all test cases that previously have failed due to the defect, or, also by -thyc hién tit ca cac ca
kiém thir trude d6 da thét bai do 13i, hoic ciing do

« adding new tests to cover any changes that were needed to fix the defect - thém céc thir nghiém méi dé
dap (ing moi thay dbi can thiét dé khac phuc 15i

Regression testing: confirms that no adverse consequences have been caused by a change, including a fix
that has already been confirmation tested - Test hdi quy: xac nhan ring khong cé hau qua bét loi nao do
thay ddi gy ra, bao gém cé ban sira 151 da duoc test xac nhan

Regression testing may not be restricted to the test object itself but can also be related to the environment.
It is advisable first to perform an impact analysis to optimize the extent of the regression testing - Kiém
thir hdi quy c6 thé khdng bi gii han & chinh dbi twong kiém thir nhung ciing c6 thé lién quan dén moi
tredng. Trudc tién nén thuc hién phan tich tic dong dé tdi wu hoa pham vi thir nghiém hdi quy

2.3.Maintenance Testing

X-
Regression
test
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Maintenance testing focuses on: - Test bao tri tap trung vao:

+ Testing the changes to a system: evaluating the success of the implementation of the change - Test cac
thay ddi d6i véi hé théng: danh gia su thanh cong cua viéc thyc hién thay ddi

+ Checking for possible regressions in parts of the system that remain unchanged - Test c4c hdi quy c6
thé xay ra & cac phan cia hé théng khong thay dbi

Impact analysis may be done before a change is made, to help decide if the change should be made, based
on the potential consequences in other areas of the system - Phan tich tac dong c6 thé duoc thuc hién trudc
khi thuc hién thay déi, dé gidp quyét dinh xem c6 nén thuc hién thay déi hay khong, dua trén nhiing hau
qua tidm 4n trong cac linh vic khéc cua hé théng

The scope of maintenance testing typically depends on: - Pham vi test bao tri thudng phu thugc vao:
« The degree of risk of the change - Mt d6 rii ro cia su thay ddi

« The size of the existing system -Quy md cua hé théng hién tai

« The size of the change - Kich thuéc cta sy thay dbi

Triggers for Maintenance - Kich hoat giai doan bao tri

 Modifications, such as planned enhancements (i.e., release-based), corrective changes or hot fixes. - Cac
stra ddi, ching han nhur c4c cai tién theo ké hoach (ttrc 1a dua trén ban phét hanh), cac thay d6i khic phuc
hozc cac ban stra I6i nong.

» Upgrades or migrations of the operational environment, such as from one platform to another, or tests
of data conversion when data from another application is migrated into the system being maintained. -
Nang cAp hoac di chuyén mai truong hoat dong, ching han nhu tir nén tang nay sang nén tang khac hozc
test chuyén ddi dit liéu khi dit lisu tir tng dung khéc duoc di chuyén vao hé théng dang dwoc duy tri.

« Retirement, such as when an application reaches the end of its life. When a system is retired, this can
require testing of data archiving if long data-retention periods are required. Testing of restore and retrieval
procedures after archiving may also be needed in the event that certain data is required during the
archiving period. - Ngung hoat déng, ching han nhu khi mét tng dung d hét vong doi. Khi mét hé théng
ngimg hoat dong, diéu nay c6 thé yéu cau test viéc luu trit dit liéu néu can thoi gian luu gitr dit lidu dai.
Viéc test cac quy trinh khoi phuc va truy xuit sau khi luwu trit ciing c6 thé can thiét trong truedng hop can
c6 mot s6 dir lidu nhét dinh trong thoi gian luu tri.

Puoc tao bai chi Ta Thi Thinh, gidm déc trung tam QRS
Skype: ta.thinh0204, zalo: 0986775464 23



Chapter 3. Static Testing techniques
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3.1 Static testing- Static test

3.1.1. Work Products Examinable by Static Testing - Work product cé thé test bing static test

Almost any work product can be examined using static testing - Hau hét moi work product déu c6 thé
duoc test bang static test

Any work product that can be read and understood can be the subject of a review. - Bit ky work product
nao c6 thé doc va hidu dugc déu c6 thé 1a dbi tugng duge dénh gia.

For static analysis, work products need a structure against which they can be checked (e.g., models, code
or text with a formal syntax) - Bé static analysis, cac work product can c6 cau trac dé cd thé test ching (vi
du: md hinh, code hoéc vin ban ¢é cl phap hinh thuc)

3.1.2. Value of Static Testing - Gid tri ciia static test

detect defects in the earliest phases of the SDLC - phat hién cac Defect trong giai doan sém
nhét ciia SDLC

identify defects which cannot be detected by dynamic testing - xac dinh cac 1i khong thé
duoc phat hién bang dynamic test

provides the ability to evaluate the quality of, and to build confidence in work products (a
shared understanding can be created among the involved stakeholders) - cung cp kha ning
dénh gia chét lrgng va xay ding niém tin vao cac work product (c6 thé tao ra sy hidu biét
chung gitra cac bén lién quan)

communication will also be improved between the involved stakeholders. - théng tin lién lac
cling s& duoc cai thién gitra cac bén lién quan.

the overall project costs are usually much lower than when no reviews are performed because
less time and effort needs to be spent on fixing defects later in the project. - chi phi téng thé
ctia du 4n thuong thap hon nhiéu so véi khi khéng thuc hién danh gia nao vi can danh it thoi

gian va cong suc hon cho viéc stra chira cac defectsau nay trong du an.
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Code defects can be detected using static analysis more efficiently than in dynamic testing -

L3i code co thé dugc phét hién bing cach sir dung static analysis hiéu qua hon so v&i dynamic

test

3.1.3. Differences between Static Testing and Dynamic Testing - Sw khdc biét giika Static test va

Dynamic test

Static testing - Static test

Dynamic testing -

Dynamic test

Find defects, applied to non-executable work
products - Tim 15i, 4p dung cho cac work product

khong thé execute dugc

Measure quality characteristics that are not
dependent on executing code (e.g., maintainability)-
Do luong cac dic tinh chét lugng khéng phu thusc

vao viéc execute code (vi du: kha nang bao tri)

Find failures, only beapplied to |
executable work products - Tim 16i, chi
ap dung cho cac work product execute

duoc

Measure quality characteristics that are
dependent on executing code (e.g.,

performance efficiency) - Bo luong cac
dic tinh chét lwong phu thudc vao viéc

execute code (vi du: hidu suét hoat dong)

Include: Review (manual), Static analysis (tool, e.g:
compiler, Jenkins) - Bao gdm: Danh gia (thu cong),
Static analysis (cong cu, vi du: trinh bién dich,

Jenkins)

Include techniques to design test case,
test data, test input, expected results. -
Bao gdm céc ky thuat dé thiét ké truong
hop kiém thir, dit ligu kiém thir, dau vao

kiém thr, két qua mong doi.

Retest, regression test, automation test,
dynamic analysis - Test lai, test hdi quy,

test tu dong hoa, phan tich dong

Find problems: (Typical defects)- Tim van dé: (Cac
15i dién hinh)

Review:
- Defects in requirements - Defect trong yéu ciu

« Design defects -L3i thiét ké

Find problems: Failures, poor non-
functional (performance, security), code
Coverage, memory leak - Tim sy cb: Lbi,
yéu cau phi chire nang kém (hiéu suit,
bao mat), Do bao phu cua code, ro ri b

nhé&
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« Incorrect interface specifications- Tai liéu dac ta

interface khéng chinh xac

» Gaps or inaccuracies in test basis coverage- Nhirng
khoang cach hoac sy thiéu chinh xac trong pham vi

co s& thir nghiém
Static analysis:
« Coding defects - Lbi code

» Deviations from standards - Nhitng sai 1éch so véi

tiéu chuén

« Specific types of security vulnerabilities - Cac loai

15 héng bao mat
Calculate code metric:- Tinh toan sé liéu code:

cyclomatic complexity = number of single condition
+1

3.2. Feedback and Review Process - Quy trinh phan hdi va danh gia

3.2.1. Benefits of Early and Frequent Stakeholder Feedback - Loi ich ciia phin héi sém va thuong
xuyén ciia cdc bén lién quan

- allows for the early communication of potential quality problems. -- cho phép théng tin sém vé cac van
d& chit luong tiém 4n.

- little stakeholder involvement during the SDLC, the product being developed might not meet the
stakeholder’s original, result in costly rework, missed deadlines, blame games, and might even lead to
complete project failure. -- ¢6 it su tham gia cua cac bén lién quan trong SDLC, san phim dang duoc phat
trién c6 thé khong dap tng dugc nguyén ban caa bén lién quan, dan dén viéc 1am lai tén kém, tr& thoi han,
trd choi dd 18i va tham chi c6 thé dan dén thét bai hoan toan cua du &n.

- Frequent stakeholder feedback throughout the SDLC can prevent misunderstandings about requirements
and ensure that changes to requirements are understood and implemented earlier. - Phan hdi thudng xuyén
cuia cac bén lién quan trong SDLC c6 thé ngan ngira sy hidu 1am vé cac yéu cu va dam bao ring nhiing
thay déi déi véi yéu ciu duoc hidu va thyc hién sém hon.

3.2.2 Review Process & Responsibility
ISO/IEC 20246

Review process Main tasks Roles & Responsibility
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Planning - Lap
ké hoach

Defining: - Xac dinh:
the scope, purpose - pham vi, muc dich

the work product to be reviewed - - work
product can dugc xem xét

quality characteristics to be evaluated- -
Dic tinh chét lugng cin danh gia

areas to focus on - linh vuc ¢in tap trung
Va0
exit criteria - Tiéu chi thoét

supporting information such as standards -
thong tin hd tro nhu tiéu chuén

effort and the timeframes - cong suc va thoi
gian

Management - Sw quan ly

decides what is to be reviewed
- - quyét dinh ngi dung can
xem xét

provides resources, such as
staff and time - - Cung c4p cac
ngudn lyc nhu nhan lyc va
thoi gian

Facilitator (moderator)-
Nguoi hwéng din (nguoi
diéu hanh)

Lead of review - - Chu tri xem
Xét

Create plan for review - - Lap
ké hoach danh gi4

Initiate review
(Kick off
meeting) - Bt
dau xem xét
(Bt dAu cudc
hep)

the goal is to make sure that everyone and
everything involved is prepared to start the
review
making sure that every participant has:
access to the work product under review
understands their role and responsibilities
receives everything needed to perform the
review.
muc tiéu 1a dam bao ring moi ngudi va
moi thir lién quan d&u duoc chuin bi sin
sang dé bat ddu danh gia
- dam bao ring moi ngudi tham gia
déu co:
- - quyén truy cap vao work product
dang dugc xem xét
- - hiéu rd vai trd va trach nhiém caa
minh
- - nhan moi thu can thiét dé thuc
hién danh gia.

Facilitator (moderator)

Ensures the effective running
of review meetings, including
mediation, time management,
and a safe review environment

Nguoi huéng dan (nguoi didu
hanh)

- Bam bao céc cudc hop danh
gia dién ra hiéu qua, bao gdbm
hoa giai, quan ly thoi gian va
mdi trudng danh gia an toan

Individual
review
(preparation)-
Danh gia ca
nhan (chuén bi)

individual review - danh gi c4 nhan

identify and log anomalies,
recommendations, and questions by
applying one or more review techniques -
xac dinh va ghi lai cac diém bt thuong, dé
xuit va cau hoi bang cach 4p dung mot
hozc nhiéu k§ thuat danh gia

Reviewers - performs
reviews

Review leader- — takes
overall responsibility for the
review such as deciding who
will be involved, and
organizing when and where
the review will take place

Scribe ( recorder)

collates anomalies from
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reviewers

Nguoi danh gia - thyc hién
danh gia

Nguoi 1anh dao danh gia- —
chiu trach nhiém chung vé
viéc danh gia, Chéng han nhu
quyét dinh ai s& tham gia va
t6 chic thoi gian va dia diém
d4nh gia s& dién ra

Ngudai ghi chép (may ghi am)
dbi chiéu cac diém bt
thuong tir nguoi danh gia

Issue
communication
and analysis

(Review
meeting) - Van
d? giao tiép va

all these anomalies need to be analyzed and
discussed

the decision should be made on its status,
ownership and required actions

decide what the quality level of reviewed
work product is and what follow-up actions

Facilitator (moderator)
Run meeting
Scribe (or recorder)

records review information,
such as decisions and new

phén tich - anomalies
are required
H d 7 h o r , R , . . N , X N . A
(Hop dinh gid) tat ca nhirng diéu bat thuong nay can duoc N\gum huéng dan (nguoi dicu
A b A ta 1A hanh)
phan tich va thao luan
quyét dinh phai duoc dua ra dya trén tinh bieu hanh cugc hop
trang, quyén so hitu va céc hanh dong can | Nguai ghi chép (hodc may
thiét caa né ghi 4m)
quyét dinh mic d¢ chat luong ciawork | hd so xem xét thong tin,
product duoc xem Xét va nhitng hanh doéng | ching han nhu cac quyét dinh
tiép theo can thiét va nhiing didu bat thuong
méi
Fixing a defect report should be created so that Author - Tac gia

(Rework) - sira
chira

(Lam lai)

corrective actions can be followed-up - 1ap
bao céo 131 dé co thé theo ddi cac hanh
dong khic phuc

Reporting - Bao
cao

(Follow up)
(Theo séat)

Once the exit criteria are reached, the work
product can be accepted.

The review results are reported.

Khi dat duoc tiéu chi du ra, work product
c6 thé dwoc chép nhan.

Két qua ra soat dugc béo céo.

Facilitator (moderator) -
Nguoi hwong dan (nguoi
diéu hanh)
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3.2.3 Review Types

Item Informal review Formal review
(Pair review)- Panh Technical review [Inspection - Biéu tra
gia khong chinh thuc Walkthrough |peer review) -
(Demo) - hudng dan : 2 1% thua
(Nhan xét theo cap) Dinh gid ky thuat
(Thir nghiém) (]?anh gia ngang
hang)
Detecting anomalies [Evaluating quality and . . ]
Purpose ) building confidence Gain cons_epsus Find the maxmum
-Myc  [Cheap to find defects _ _ Make decisions  [number of anomalies-
dich Phat hién su bét Educating reviewers |regarding a Tim sb lrong di thuong
thuong Generating new ideas |téchnical problem 46 da
Ré¢ dé timrakhuyét [Danh gia chét lugng  [d€tect anomalies,
didm va xay dung niém tin  [Evaluate quality  |Evaluate quality, build
‘ o and build confidence - Danh gia
Dio tao nguoi danh Iconfidence chit lugng, xay dung
ia \ A i ’
¢ Dat duoc sy ddng  |MiEm tin
Tao ra nhiing ¥ tuéng  |thuan
moi -
Dua ra quyét dinh
lién quan dén mot
vén d& ky thuat
phét hién sy bat
thuong, danh giad
chit lugng va xay
dung niém tin
Leader |No Author led by a moderator |By a trained moderator
Review  |No process Follow review process |Follow review Follow most formal
Process |Not require a formal |Optional: process review process
documented output- L Mandatory:
N . - - Individual Optional:
Khong c6 quy trinh . p :
preparation - Management - based on rules, roles

Khong yéu cau dau
ra tai liéu chinh thac

Theo ddi qua trinh
xem xét

Khéng bét budc:

- Chuén bi ca nhan

participations

Theo doi quéa trinh
xem xét

Khong bét budc:

- Su tham gia quan
ly

and checklists
- metrics are collected
- improve the SDLC

Thuc hién theo quy
trinh danh gié chinh
thirc nhat

BAt bugc:

- duya trén cac quy tac,
vai tro va danh sach
test
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- 56 liéu duoc thu thap

- cai thién SDLC

Review
techniqu
es - Panh
gia ky
thuit

Ad hoc:

- little or no
guidance

- dependent on
reviewer skills

Dic biét:

- it hodic khong cé
hwéng din

- phu thugc vao ky
ning cia nguoi
danh gia

Scenarios and dry
runs:

- Better guidelines
Kich ban va chay thu:

- Hué6ng dan t6t hon

Role-based or
Perspective-based:

- Based on different
stakeholder
viewpoints

Dua trén vai tro
hoiic dwa trén
quan diem:

- Dua trén quan
diém khac nhau
cia cac bén lién
quan

Checklist-based

- List of questions from
past defects or
standards
Dua trén danh sach
test

- Danh sach cac cau
hoi tir nhitng Defect
hoac tiéu chuén trong
qué kha
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3.2.5 Success Factors for Reviews - Yéu t6 thanh cong cho dinh gid
Clear objectives

Measurable exit criteria - Tiéu chi thoat c6 thé do luong dwoc

Review types - C4c loai danh gia

in small chunks - thanh ting khéi nho

adequate time - thai gian thich hop

adequate notice - thdng bao day du

Providing feedback - Cung cap thong tin phan hoi

Management supports - H3 tro quan Iy

Making reviews part of the organization’s culture- Pua danh gia tro thanh mét phin vin hoa caa té chirc
Providing adequate training - Cung cip dao tao diy dua

Facilitating meetings - H3 tro cac cude hop
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Chapter 4. Test design techniques - K§ thuét thiét ké thir nghiém

Test case includes inputs, expected result, steps by steps, pre-conditions - Trudng hop kiém thir bao gdm

d4u vao, két qua mong doi, timg budc, didu kién truéc

Category test case or test data - Danh muc trueong hgp tha nghiém hoac dix liéu tha nghiém

\alid (The system work)
Successful

Happy

Normal

Constructive

Hop 1& (Hé théng hoat dong)

Invalid (the system doesn’t work)
Unsuccessful

Unhappy

Abnormal

Negative

Khong hop 1& (hé théng khong hoat dong)

Thanh céng khéng thanh céng
\ui ming Khéng vui

Binh thuong Bit thuong

mang tinh xay dung Tiéu cuc

High level TC Detail level TC

A test without test data (input), output, step by
step

Early phase, poor requirement

Experience tester
Mot bai kiérp thir khdng c6 dit ligu kiém thir
(dau vao), dau ra, timg budc
Giai doan d4u, yéu ciu kém

Ngudi thir nghiém kinh nghiém

A test with test data (input), output, step by
step

Detail Requirement
Inexperience tester

Mot thir nghiém voi di ligu thir nghiém (d4u
vao), dau ra, tirng budc

Yéu cau chi tiét

Ngudi thir nghiém thiéu kinh nghiém
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4.1.2 Categories of Test Techniques and Their Characteristics - CAc logi kj thugt test va ddc diém ciia

ching

Black box test

( Specification based or
Requirement based)

White box test
(Structure based)

Experience based

- Design tests based on an
analysis of the specified behavior
of the test object

Thiét ké cac thir nghiém dua trén
phan tich hanh vi dugc chi dinh
ctia di twong thir nghiém

- Design tests based on an
analysis of the test object’s
internal structure and
processing

- Measure code coverage

-Thiét ké céc thir nghiém dwa
trén phan tich ciu triic va xu ly
bén trong cua dbi twong thir
nghiém

- Bo d6 bao phu méa

- use the knowledge and
experience of testers

- Find defects that was miss
by black box, white box

- Sir dung kién thirc va kinh
nghiém cuia nguoi thir nghiém
- Tim khuyét diém bi hop den,
hop tring bo sot

- Formal or systematical - Chinh
thirc hoic c6 hé théng

- Formal or systematical -
Chinh thirc hoic c6 hé théng

- Informal

Process:

|Test basis: Requirements, Use case, User Sml}-l

Process:

| Detail Design, source code

U

)

|T:sl conditions: list of features: Login, Search

U

Test case: inpuls, outputs, siep by step

Test scripts, Test procedures, test

suites

l Test reports ( Coverage )

1. Equivalence partitioning
2. Boundary Value analysis
3. Decision table
4. State transition testing
5. Use case testing
1. Phan vung tuong duong
2. Phén tich gia tri bién
3. Bang quyét dinh
4. Test chuyén trang thai

5. Test ca sur dung

Statement coverage
Decision coverage

Path coverage

LCSAJ

Condition coverage
Condition decision coverage

Condition Determination
coverage

Multiple coverage
1. Bao hiém tuyén bd

2. Pham vi quyét dinh

Error guessing
Exploratory testing
Checklist

1. L3i doan

2. Thir nghiém tham do

3. Danh séch test
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3. Pham vi dudng dan

4. LCSAJ

5. Bao hiém tinh trang

6. Pham vi quyét dinh diéu
kién

7. Bao hiém x4c dinh tinh
trang

8. Bao hiém da dang

4.2 Black-box Test Techniques (Specification based/ Requirement based) - K thudt kiém thie hép den
(Dua trén diic ti/Yéu ciu)

4.2.1 Equivalence partitioning/ class (EP) - Phén ving/lop twong dwong (EP)
- divides data into partitions - chia dir liéu thanh céc phan ving

- one value from an equivalence partition - mt gié tri tr mot phéan ving twong duong

- test cases must exercise all identified partitions (including valid and invalid partitions) by covering each
partition at least once - cac truong hop kiém thir phai thuc hién tt ca cac phan ving duge xac dinh (bao
gdm ca phan viing hop 18 va khdng hop 18) bang cach bao phu tirng phan viing it nhat mét 1an

4.2.2 Boundary value analysis (BVA) - Phén tich gid tri bién (BVA)
- based on exercising the boundaries of equivalence partitions -- dya trén viéc thuc hién ranh gigi caa cac
phén vung twong duong

- Two-point boundary: The maximum and minimum values -- Ranh giéi hai diém: Gia tri Ion nhit va nho
nhat

- Three- point boundary: Before, at, over -- Ranh gidi ba diém: Truéc, tai, trén
TCH | TC2 | TC3

o
Partitioning @ Test Cases @
............................ B
Compose
Test Cases
Selad
®E) ®

Test Cases
e [TeCasas )
{ 22 J ( 77 o fipadfussanas
4.2.3 Decision tables - Bang quyét dinh

- combinations of inputs, situations or events - sy két hop cua ddu vao, tinh hudng hozc su kién
Puoc tao bai chi Ta Thi Thinh, gidm déc trung tam QRS
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- expressing the input conditions by TRUE or FALSE - thé hién cac diéu kién diu vao bing TRUE hoic
FALSE

Example: Login of gmail

Input conditions Full decision = all combinations of inputs= 2*2*2
valid username? F FF |[F T [T [T [T
Valid password? | |F [T [T |[F |F [T [T
Space isenough? |F [T F [T F [T [ [T
Output
Login success F FF |[FIF [F [T [T

Restricted turn on

Input conditions Collapse decision

valid username?  |F T T

Valid password? |- F T
Don’t case

Space is enough? |- - F [T

Output ‘ ‘ ‘ ‘

Login success F F T [T

Restricted turnon |- - T

4.2.4 State transition testing - Test chuyén déi trang thai

card inserted eat card

enter PIN PIN not OK PIN not OK

PIN not OK

access
to
account

four basic parts:

- State, transition, event, action (c6 thé c6 hoic khong) - Trang thai, chuyén tiép, su kién, hanh dong
Many coverage criteria for state transition testing:- Nhiéu tiéu chi bao quét cho thir nghiém chuyén trang
thai:

- all states coverage - bao hiém tit ca cac tiéu bang
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valid transitions coverage (also called 0-switch coverage)- single valid transitions - pham vi chuyén tiép
hop 18 (con duoc goi 1a pham vi chuyén déi 0) - chuyén déi hop 16 duy nhit

N-1 Switch
0 —>1

----- - N Transitions

all transitions coverage: the coverage items are all the transitions shown in a state table. Test cases must
exercise all the valid transitions and attempt to execute invalid transitions. Testing only one invalid
transition in a single test case helps to avoid fault masking, i.e., a situation in which one defect prevents
the detection of another. - pham vi bao phi tit ca cac chuyén tiép: cac muc bao phu Ia tit ca cac chuyén
tiép duogc hién thi trong bang trang thai. Cac truong hop kiém thir phai thuc hién tit ca cac chuyén ddi hop
18 va cb ging thuc hién cac chuyén ddi khdng hop 6. Chi test mot chuyén ddi khong hop 18 trong mot
tredng hop kiém thir duy nhét s& gitp tranh viéc che gidu 13i, tic 12 tinh hudng trong d6 mét 18i ngan can
viéc phat hien mot 16i khéc.

Insert card Valid PIN Invalid PIN

S1) Start state S2

$2) Wait for PIN = S6 S3
$3) 1st try invalid - S6 s4
54) 2nd try invalid - S6 S5
§5) 3rd try invalid - s7
§6) Access account - ? ?
§7) Eat card S1 (for new card) - -

State transition testing is much used within the mission and safety-critical software - Test chuyén ddi trang
thai dwoc st dung nhidu trong phan mém quan trong vé an toan va nhiém vu

Test case types

GUI

Function

Flow

Purpose

Test each field or item on a
screen

- X&c nhén dit liéu dang
format, diing dinh dang hay
chua

Test combination of inputs,
events, pre-conditions

Test su két hop cua diu vao,
su kién, diéu kién trudc

Test end to end of
system

Test environment
corresponding to
production
environment

Test tir dau dén cudi
hé thong

MOoi truong thir
nghiém tuong wng véi
moi trudng san Xuét
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Test level |Integration test Integration test System test or system
integration test

Acceptance test

Test hé théng hozc
test tich hop hé théng

Test chap nhan

Test Equivalence partition or Decision table Use case

techniques |Boundary value .

g y State transition test

Phan vu .

an V}{ng‘m.qn g duong Experience based
hodc gid tri bién

Checklist

4.3 While Box test design (Structure based) - Trong khi thiét ké thir nghiém Box (Dwa trén ciu triic)

4.3.1 Statement coverage (statement testing) - Bdo hiém cdu Iénh (test cdu lgnh)
Line of code: Statement (instrument) , comments (//,/*  */), Blank

Percentage of executable statements exercised. - Ty 1é cac cau 1énh execute duoc thuc hién.

4.3.2 Decision coverage/ Decision testing (Branch coverage) - Bao phii quyét dinh/Test quyét dinh
(Bao phii chi nhanh)
T, F = Decision outcomes

Percentage of decision outcomes exercised - Ty 18 két qua quyét dinh duoc thuc hién

4.3.3 Path coverage (path testing) - Pham vi dwong dén (test dwong din)
Percentage of paths exercised. - Ty & duong dan dugc thuc hién.

4.3.4 LCSAJ coverage (Linear Code Sequence And Jump) - Pham vi bio hiém LCSAJ (Trinh tw ma
tuyén tinh va nhay)

Summary White box test

Control flow Data flow

Statement coverage Condition coverage: % of condition outcomes

. exercised.
Decision coverage

Condition decision coverage
Path coverage g

LCSAJ Condition Determination coverage

2 s Multiple condition cover
Bao hiém tuyén bo ultiple condition coverage
Pham vi diéu kién: % két qua diu kién duoc

Pham vi quyét dinh thuc hien,
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Pham vi duong dan Pham vi quyét dinh diéu kién
LCSAJ Pham vi xac dinh tinh trang

Bao hiém nhiéu diéu kién

Linear Code Sequence and
Jump (LCSAJ) coverage.

100% Branc

Decision coverage-

Statement coverage

100% Path coverage.

4.3.3. The Value of White-box Testing - Gid tri ciia thir nghiém hp tring
- defect detection even when the software specification is vague, outdated or incomplete- phat hién 15i
ngay ca khi dac ta phin mém mo hd, 15i thoi hoic khéng day di

- White-box techniques can be used in static testing (e.g., during dry runs of code). They are well suited to
reviewing code that is not yet ready for execution- Ky thuat hop tring cé thé duoc st dung trong static test
(vi du: trong qué trinh chay ma khd). Ho rat phi hop dé xem xét ma chwa sin sang dé execute

- White-box coverage measures provide an objective measurement of coverage and provide the necessary

information to allow additional tests to be generated to increase this coverage - Céc bién phap bao phu hop
tréng cung cép phép do khach quan vé& pham vi bao phu va cung cip thdng tin cn thiét ¢ cho phép tao ra
céc thir nghiém bd sung nhim ting pham vi bao phu nay

4.4 Experience_base techniques - Kinh nghiém_ky thudt co bdn

4.4.1 Error Guessing - Léi dodn
- used to anticipate the occurrence of errors, defects, and failures, based on the tester’s knowledge: past
failure, error ( mistakes), types of failures that have occurred in similar applications- dugc sir dung dé du
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doan su xuat hién cua 15i, Defect va 15i, dua trén kién thiic ciia nguoi test: 18i trong qué khi, 15i (15i), cAc
loai 161 d4 xay ra trong céc ung dung twong tu

Fault attacks: the tester to create or acquire a list of possible errors, defects and failures, and to design tests
that will identify defects associated with the errors, expose the defects, or cause the failures - T4n cong 13i:
ngudi kiém thir tao hodc thu thap danh sach céc 18i, Defect va 15i ¢6 thé xay ra, ddng thoi thiét ké cac thu
nghiém s& xac dinh cac 13i lién quan dén 15i, phét hién I3i hoic gay ra 15i.

4.4.2 Exploratory Testing ( Free test, Monkey test, Random test) - Thii nghiém tham do (Thii nghiém
mién phi, Thir nghi¢m khi, Thir nghiém ngéu nhién)

- informal tests ( no process, no documents) are simultaneously designed, executed, and evaluated while
the tester learns about the test object - cac thir nghiém khong chinh thac (khdng cé quy trinh, khong c6 tai
lidu) duoc thiét ké, thuc hién va danh gia ddng thoi trong khi nguai thir nghiém tim hiéu vé déi tuong thir
nghiém

- use session-based: write a test charter contain some guidelines for test within a defined time-box - st
dung dya trén phién: viét diéu 1¢ test c6 chira mét s6 hudng dan dé test trong mét khung thoi gian xac dinh

- most useful when there are few or inadequate specifications or time pressure, experience testers - hitu ich
nhét khi c6 it hoic khong diy du théng sé ky thuat hodc ap huec vé thoi gian, nguoi thir nghiém cé kinh
nghiém

4.4.3 Checklist-based Testing - Test dwa trén danh sach test

List of questions to remind, checked (questions from standards or common defects) - Danh sach cau hoi
nhic nhé, test (cau hoi tir tiéu chuan hozc 131 thuong gap)

4.5.Collaboration-based Test Approaches - Phwong phap thir nghiém dua trén cfng tic

4.5.1. Collaborative User Story Writing - Viét cdu chuyén céng tic ciia nguwoi ding

A user story represents a feature that will be valuable to either a user or purchaser of a system or software.
- Cau chuyén ciia nguoi dung thé hién mot tinh nang s& cé gia tri dbi voi nguoi dung hoic nguoi mua hé
théng hodc phin mém.

User stories have three critical aspects: - Cau chuyén cta ngudi dung c6 ba khia canh quan trong:

* Card — the medium describing a user story (e.g., an index card) -Thé — phuong tién mé ta cau chuyén cua
ngudi dung (vi du: thé chi muyc)

« Conversation — explains how the software will be used (can be documented or verbal) - Hoi thoai — giai
thich cach sir dung phin mém (c6 thé bang vin ban hoic bang 1oi noi)
« Confirmation — the acceptance criteria - X4c nhan — tiéu chi chip nhan

Format for a user story is “As a [role], | want [goal to be accomplished], so that | can [resulting business
value for the role]” - Binh dang cho cau chuyén cia ngudi ding 14 “Vé6i tu cach 1a mét [vai tro], toi mudn
[muc tiéu dugc hoan thanh] dé tdi c6 thé [két qua 1a gié tri kinh doanh cho vai trd d6]”

Good user stories should be: Independent, Negotiable, Valuable, Estimable, Small and Testable (INVEST)
- Cau chuyén tbt ctia nguoi dung phai la: Doc 1ap, C6 thé thuong lugng, C6 gid tri, C6 thé uéce tinh, Nho
va C6 thé test duoc (Pau tu)
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4.5.2. Acceptance Criteria - Tiéu chi chdp nhdn
- AC are the conditions that an implementation of the user story must meet to be accepted by stakeholders.

- AC la céc didu kién ma viéc trién khai cau chuyén cia ngudi ding phai dap ung dé duoc cac bén lién
quan chap nhan.

- AC may be viewed as the test conditions - AC c6 thé duoc xem la diu kién thar nghiém

- AC are used to: - AC duoc st dung dé:

* Define the scope of the user story -Xac dinh pham vi cau chuyén cua nguoi dung

« Reach consensus among the stakeholders - Pat dugc sy ddng thuan giira cac bén lién quan

* Describe both positive and negative scenarios - Mo ta ca kich ban tich cyc va tiéu cuc

« Serve as a basis for the user story acceptance testing - Lam co s¢ cho viéc test chap nhan cau chuyén cuia
ngudi dung

« Allow accurate planning and estimation - Cho phép 1ap ké hoach va wéc tinh chinh xac
- Several ways to write AC: - Mot sé cach viét AC:

* Scenario-oriented (e.g., Given/When/Then format used in BDD) - Binh hudng theo kich ban (vi du: dinh
dang Cho truge/Khi/Sau d6 dugc st dung trong BDD)

* Rule-oriented (e.g., bullet point verification list, or tabulated form of input-output mapping) - Pinh
hudng theo quy tic (vi du: danh sach x4c minh ddu dau dong hoic dang anh xa dau vao-dau ra duoc 1ap
bang)

4.5.3. Acceptance Test-driven Development (ATDD) - Phit trién diwa trén thir nghigm chép nhin
(ATDD)

ATDD is a test-first approach. Test cases are created prior to implementing the user story. The test cases
are created by team members with different perspectives, e.g., customers, developers, and testers - ATDD
1a phwong phap thir nghiém diu tién. Cac treong hop thir nghiém dugc tao truéce khi trién khai cau chuyén
ctia ngudi ding. Cac trudng hop thir nghiém duoc tao bai céc thanh vién trong nhém véi cac quan diém
khac nhau, vi du: khach hang, nha phat trién va ngusi thir nghiém

Process:

User Story, AC is defined, analysis, discuss, written - User Story, AC dugc dinh nghia, phan tich, thao
luan, viét

create the test cases, are both positive and negative, confirming the correct behavior without exceptions or
error conditions, and comprising the sequence of activities executed, cover non-functional - tao cac truong
hop kiém thir, ca tich cuc va tiéu cuc, xac nhan hanh vi dung ma khéng c6 ngoai 18 hozc diéu kién 13i va
bao gébm chudi céc hoat dong dugc thyc hién, bao gdm ca cac hoat dong phi chirc ning
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Chapter 5: Test Management
5.1.Test Planning

5.1.1. Purpose and Content of a Test Plan (ISO/IEC/IEEE 29119-3 standard) - Muc dich va ndi dung
ctia ké hoach thit nghiém (tiéu chuin ISO/IEC/IEEE 29119-3)

A test plan describes the objectives, resources and processes for a test project. A test plan: - K& hoach
kiém thtr md ta cac muc tiéu, ngudn luc va quy trinh cho mot dy &n kiém thir. Mot ké hoach test:

* Documents the means and schedule for achieving test objectives - Ghi lai cac phuong tién va lich trinh
dé dat duoc muc tiéu kiém thu

« Helps to ensure that the performed test activities will meet the established criteria - Giap dam bao rang
céc hoat dong thir nghiém dwoc thuc hién s& dap img cac tiéu chi da thiét lap

« Serves as a means of communication with team members and other stakeholders - Phuc vu nhu mot
phuong tién giao tiép voi cac thanh vién trong nhém va cac bén lién quan khac

» Demonstrates that testing will adhere to the existing test policy and test strategy (or explains why the
testing will deviate from them) -Chang minh ring viéc test s& tuan tha chinh sach test va chién luoc test
hién cd (hoac giai thich ly do tai sao viéc test sé di chéch khoi ching)

The typical content of a test plan includes: - Ngi dung dién hinh ciia mat ké hoach test bao gém:

« Context of testing (e.g., scope, test objectives, constraints, test basis) - Bbi canh kiém thir (vi du: pham
vi, muc tiéu kiém thir, cac rang budc, co s& kiém thir)

» Assumptions and constraints of the test project - Céc gia dinh va rang budc cia dy an thi nghiém - Cac
bén lién quan (vi du: vai trd, trach nhiém, mirc do lién quan dén nhu ciu test, tuyén dung va dao tao)

« Stakeholders (e.g., roles, responsibilities, relevance to testing, hiring and training needs) - Cac bén lién
quan (vi du: vai tro, trach nhiém, mirc d6 lién quan dén nhu ciu test, tuyén dung va déo tao)

« Communication (e.g., forms and frequency of communication, documentation templates) - Giao tiép (vi
du: hinh thtc va tan suat lién lac, mau tai liu)

« Risk register (e.g., product risks, project risks) - Bang ky rui ro (vi du: rai ro san pham, rai ro dy an)

« Test approach (e.g., test levels, test types, test techniques, test deliverables, entry criteria and exit
criteria, independence of testing, metrics to be collected, test data requirements, test environment
reqmrements deviations from the organizational test policy and test strategy) - Phuong phap thir nghiém
(vi du: Cap d6 thu nghiém, loai thir nghiém, ky thuat thir nghiém, két qua thir nghiém, tiéu chi dau vao va
tidu chi déu ra, tinh doc lap cua thir nghiém, sb liéu dugc thu thap, yéu cau dit liéu thir nghiém, yéu ciu
mbi trudng thir nghiém, sai léch so vai chinh séch thir nghiém cua té chire va chién lugc thir nghiém)

* Budget and schedule - Ngan sach va lich trinh
5.1.2. Tester's Contribution to Iteration and Release Planning - Péng gdp ciia nguwoi test vao viéce lip
lgi va ldp ké hoach phdt hanh

Two kinds of planning occur: release planning and iteration planning- C6 hai loai k& hoach xay ra: lap ké
hoach phat hanh va Iap ké hoach lzp lai

Release planning Iteration planning

looks ahead to the release of a product: looks ahead to the end of a single iteration and
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- defines and re-defines the product backlog

- may involve refining larger user stories into
a set of smaller user stories

mong chd ngay ra mét san phim:
- X&c dinh va xac dinh lai san pham tdn dong

- ¢6 thé lién quan dén viéc tinh chinh cac cau
chuyén ciia ngudi dung I6n hon thanh mét tap
hop céc cau chuyén cua nguoi dung nho hon

is concerned with the iteration backlog

nhin vé& phia truéc khi két thic mot Ian lap va
quan tim dén viéc ton dong cia lan lap

Testers involved:

- writing testable user stories and acceptance
criteria

- participate in project and quality risk
analyses

- estimate test effort associated with user
stories

- determine the test approach, and plan the
testing for the release.

Ngudi thir nghiém tham gia:

- viét cac cau chuyén ciia ngudi ding c6 thé
kiém chung va tiéu chi chdp nhan

- Tham gia phan tich rai ro chat luong va du
an

- wéc tinh nd luc test 1ién quan dén cau chuyén
cta nguoi dung

- x4c dinh phuong phap thir nghiém va lap ké
hoach thir nghiém cho ban phéat hanh.

Testers involved:

- participate in the detailed risk analysis of
user stories

- determine the testability of user stories
- break down user stories into tasks
- estimate test effort for all testing tasks

- identify and refine functional and non-
functional aspects of the test object

Nguoi thir nghiém tham gia:

- tham gia phan tich rui ro chi tiét vé cau
chuyén ctua ngudi dung

- xac dinh kha nang kiém thir caa céc cau
chuyén cta ngudi ding

- chia cau chuyén cta ngudi dung thanh cac
nhiém vu

- wdc tinh nd luc test cho tit ca cac nhiém vu
test

- xac dinh va tinh chinh cac khia canh chic
nang va phi chtic ning cta ddi tuong thir
nghiém

5.1.3. Entry Criteria and Exit Criteria

Entry criteria

Exit Criteria

define the preconditions for undertaking a
given activity

When to start a test level?

xac dinh cac diéu kién tién quyét dé thyc hién
mot hoat dong nhat dinh

define what must be achieved in order to
declare an activity completed

\When to stop a test level?

When to release?

xac dinh nhiing gi phai dat dwoc dé tuyén b
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Khi nao bit dau mot cap do test?

mot hoat dong da hoan thanh
Khi nao nén dirng mét cip do test?

Khi nao phat hanh?

Check available (readiness):

- resources (e.g., people, tools, environments,
test data, budget, time)

- testware (e.g., test basis, testable
requirements, user stories, test cases)

- initial quality level of a test object (e.g., all
smoke tests have passed).

Test ¢6 san (san sang):

- ngudn lyc (vi du: con ngudi, cong cu, moi
truong, dix liéu thae nghiém, ngén séch, thoi
gian)

- phan mém kiém thir (vi du: co so kiém thi,
yéu cau cd thé kiém thir, cau chuyén cua
ngudi ding, trudng hop kiém thir)

- mirc chét lugng ban dau cua dbi twong thur
nghiém (vi du: tat ca cac thir nghiém khoi déu
dat).

Measurement:

- thoroughness (e.g., level of coverage,
number of unresolved defects, defect density,
number of failed test cases)

- completion criteria (e.g., planned tests have
been executed, static testing has been
performed, all defects found are reported, all
regression tests are automated)

Even without other exit criteria being satisfied,
it can be acceptable to end testing, if the
stakeholders have reviewed and accepted the
risk to go live without further testing

Do dac:

- tinh k§ ludng (vi du: mirc d6 bao phu, s6
lwong 13i chwa duoc giai quyét, mat do 13i, sé
truong hop thie nghiém khéng thanh cong)

- tiéu chi hoan thanh (vi du: cac thu nghiém
theo ké hoach di duoc thuc hién, static test da
duoc thuc hién, tit ca cac 181 dugc tim thiy
déu dugc bao cao, tat ca cac thir nghigm hdi
quy déu duoc ty dong hoa)

Ngay ca khi khong dap trng céc tiéu chi thoat
khéc, viéc két thac thir nghiém van c6 thé
duoc chdp nhan néu cac bén lién quan da xem
Xét va chap nhan rii ro dé dwa vao hoat dong
ma khong cén thir nghiém thém

In Agile:

Entry criteria that a user story must fulfill to
start the development and/or testing activities
are called Definition of Ready

Trong Agile:

Tiéu chi dau vao ma cau chuyén ciia nguoi
dung phai dap tmg dé bét ddu cac hoat dong
phét trién va/hoic thir nghiém duoc goi la
Dinh nghia sin sang

In Agile:

exit criteria are often called Definition of
Done, defining the team’s objective metrics
for a releasable item

Trong Agile:

tiéu chi thoat thuong duogc goi 1a Dinh nghia
Hoan thanh, xac dinh sb liéu muc tiéu cua
nhém cho mét hang muc cé thé phét hanh
duoc
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5.1.4. Estimation Techniques - Udc tinh ky thudt

Test effort estimation involves predicting the amount of test-related work needed to meet the objectives.-
Ude lugng nd hye kiém thir lién quan dén viéc dy doan sé lwong cong viée lién quan dén kiém thir can
thiét dé dap wng cac muc tiéu.

Two category of estimate techniques:- Hai loai k§ thuat wac tinh:

metrics-based: based on historical of similar projects, or typical values - dua trén s lidu: dya trén lich sur
cua cac du an tuong tu hodc céc gia tri dién hinh

expert-based: wisdom (predict) by owner or expert - Expert-based: tri tu¢ (du doan) cta chi nhan hoac
chuyén gia
Four estimation techniques: - Bon k§y thuat wéc tinh:

Estimation based on ratios. (metrics-based) are collected from previous projects within the organization,
which makes it possible to derive “standard” ratios for similar projects. - U6c tinh dya trén ty 1&. (dwa trén
sb liéu) dugc thu thap tir cac du 4n trude do trong té chire, didu nay gidp c6 thé rit ra ty 18 “tiéu chuén”
cho cac dy an tuong ty.

Extrapolation. (metrics-based), measurements are made as early as possible in the current project to
gather the data. Having enough observations, the effort required for the remaining work can be
approximated by extrapolating this data. - Phép ngoai suy. (dua trén sé lidu), cac phép do dugc thyc hién
s6m nhét c6 thé trong du &n hién tai dé thu thap dit liéu. C6 du quan sét, nd lyc can thiét cho cong viéc
con lai ¢6 thé dugc woc tinh gin ding bang cach ngoai suy dit ligu nay.

Wideband Delphi. (expert-based) experts make experience-based estimations. Planning Poker is a variant
of Wideband Delphi.- Delphi bang rong. (dua trén chuyén gia) cac chuyén gia dua ra wéc tinh dya trén
kinh nghiém. Planning Poker 12 mt bién thé ciia Wideband Delphi.

- Each expert, in isolation, estimates the effort. - Mdi chuyén gia, trong su ¢d lap, wéc tinh nd lyc.

- The results are collected and if there are deviations that are out of range of the agreed upon boundaries,
the experts discuss their current estimates. - Cac két qua duoc thu thap va néu cd sai léch nam ngoai pham
vi ranh gi¢i da thoa thuan, cac chuyén gia s& thao luan vé uéce tinh hién tai cua ho.

- Each expert is then asked to make a new estimation based on that feedback, again in isolation. - Sau do,
mdi chuyén gia s& duoc yéu ciu dua ra wéce tinh méi dua trén phan hdi do, mét 13n nira mot cach riéng
biét.

- This process is repeated until a consensus is reached. - Qua trinh nay dugc I3p lai cho dén khi dat dwoc
su dong thuan.

Three-point estimation. (expert-based) three estimations are made by the experts: - Udc tinh ba diém.
(dwa trén chuyén gia) ba udce tinh dugc thuc hién bai cac chuyén gia:

- the most optimistic estimation (a) - wéc tinh lac quan nhit (a)- the most likely estimation (m)
- the most pessimistic estimation (b). - u6c tinh bi quan nhét (b).
The final estimate (E): E = (a + 4*m +b) / 6. - Udc tinh cudi cang (E): E = (a+ 4*m +b) / 6.
The advantage:
- the experts to calculate the measurement error: SD = (b —a) / 6. - chuyén gia tinh sai s6 do: SD = (b —
a)/6.
Puoc tao bai chi Ta Thi Thinh, gidm déc trung tam QRS

Skype: ta.thinh0204, zalo: 0986775464 45



5.1.5. Test Case Prioritization - Uu tién truong hgp thiv nghi¢m

Once the test cases and test procedures are specified and assembled into test suites, these test suites can be
arranged in a test execution schedule that defines the order in which they are to be run - Khi cac truong
hop kiém thir va quy trinh kiém thir dwoc chi dinh va tap hop thanh cac bo kiém thir, céc bo kiém thir nay
c6 thé duoc sip xép theo lich trinh thyc hién kiém thir dé x4c dinh thir tw chiing s& dugc chay.

Test case prioritization strategies:- Chién lwge wu tién trwong hep thir nghiém:

- Risk-based prioritization: Test cases covering the most important risks are executed first. -Utu tién dua
trén rai ro: Cac trudng hop thir nghiém bao gdm céc rai ro quan trong nhit dwoc thuc hién trude tién.

» Coverage-based prioritization, where the order of test execution is based on coverage (e.g., statement
coverage). Test cases achieving the highest coverage are executed first. - Uu tién dya trén pham vi bao
hiém, trong d6 thtr ty thyc hién kiém thir da trén pham vi bao phu (vi du: pham vi bao phu caa cau 1énh).
Céc trudng hop thir nghiém dat duge do bao phi cao nhét s& dugc thyc hién trudc tién.

» Requirements-based prioritization, where the order of test execution is based on the priorities of the
requwements traced back to the corresponding test cases. - Ut tién dua trén yéu ciu, trong d6 tha tu thyc
hién kiém thur da trén mure d6 vu tién cua cac yéu cdu duoc truy nguoc lai cac truong hop kiém thir
tuong (ng.

The order of test execution must also take into account the availability of resources (test tools, test
environments or people)- The tu thic hién kiém thr ciing phai tinh dén sy sin c6 cua tai nguyén (cong cu
kiém thir, méi truong kiém thir hodc con nguoi)

5.1.6. Test Pyramid - Kim tw thdp thir nghiém
The test pyramid is a model showing that different tests may have different granularity. - Kim tu thap thir
nghiém la mdt mé hinh cho thiy cac thir nghiém khac nhau cé thé cé mirc do chi tiét khac nhau.

The test pyramid model supports the team in test automation and in test effort allocation by showing that
different goals are supported by different levels of test automation. - M6 hinh kim tu thap thir nghiém h
tro nhém trong viéc ty dong héa thir nghiém va phan bd nd luc thir nghiém bing céch chi ra ring cac muc
tiéu khac nhau duoc hd tro bai cac muce do tu dong hoa thir nghiém khac nhau.

The pyramid layers represent groups of tests. The higher the layer, the lower the test granularity, test
isolation and test execution time. Tests in the bottom layer are small, isolated, fast, and check a small
piece of functionality, so usually a lot of them are needed to achieve a reasonable coverage. The top layer
represents complex, high-level, end-to-end tests. These high-level tests are generally slower than the tests
from the lower layers, and they typically check a large piece of functionality, so usually just a few of them
are needed to achieve a reasonable coverage. The number and naming of the layers may differ. For
example, the original test pyramid model (Cohn 2009) defines three layers: “unit tests”, “service tests” and
“UI tests”. Another popular model defines unit (component) tests, integration (component integration)
tests, and end-to-end tests. - Cac Iop kim tu thap dai dién cho cdc nhém thir nghiém. L6p cang cao thi do
chi tiét kiém thir, kha nang cach ly kiém thir va thoi gian thyc hién kiém thir cang thip. Cac thir nghiém ¢
I&p dudi ciing ¢6 quy md nhé, tach biét, nhanh va test mot phin chire nang nho, vi vay thuang can rat
nhiéu thir nghiém & dat dwoc pham vi bao phu hop ly. Lép trén cing dai dién cho céc bai test phic tap,
cap cao, tir dau dén cubi. Cac thir nghiém cap cao nay thuong cham hon so véi céc thir nghiém tir céc lop
thip hon va chiing thuong test mét phan 16n chire ning, vi vy thuong chi can mot vai trong s6 ching dé
dat dugc pham vi bao phu hop Iy. Sé lwong va cach dit tén cia cac 16p c6 thé khac nhau. Vi du: md hinh
kim tu thap thir nghiém ban d4u (Cohn 2009) x4c dinh ba I6p: “test don vi”, “test dich vu” va “test giao
dién nguoi dang”. M6t md hinh phé bién khac xac dinh céc thir nghiém don vi (thanh phan), thir nghiém
tich hop (tich hop thanh phan) va thir nghiém tir dau dén cudi.
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5.1.7. Testing Quadrants - Test géc phén tw

The testing quadrants: group the test levels with the appropriate test types, activities, test techniques and
work products in the Agile software development. - Cac gc phan tur thir nghiém: nhém céc cip do thir
nghiém véi céc loai thir nghiém, hoat dong, k¥ thuat thir nghiém va work product phu hop trong qué trinh
phét trién phin mém Agile.

The model supports test management in visualizing these to ensure that all appropriate test types and test
levels are included in the SDLC and in understanding that some test types are more relevant to certain test
levels than others. This model also provides a way to differentiate and describe the types of tests to all
stakeholders, including developers, testers, and business representatives. In this model, tests can be
business facing or technology facing. Tests can also support the team (i.e., guide the development) or
critique the product (i.e., measure its behavior against the expectations). - M6 hinh nay hd trg quan ly test
bing cach truc quan hda nhitng didu nay dé dam bao rang tat ca cac loai test va cép do test pha hop déu
duogc dua vao SDLC va hiéu ring mét sé loai test phil hop hon véi cac cdp do test nhét dinh so véi cac cap
do test khac. M6 hinh nay ciing cung c4p cich phan biét va mo ta cac loai thir nghiém cho tét ca cac bén
lién quan, bao gdm nha phat trién, nguai thir nghiém va dai dién doanh nghiép. Trong md hinh nay, cac
thir nghiém c6 thé huéng t6i doanh nghiép hoac cong nghé. Céc thir nghiém ciing ¢6 thé hd trg nhém (tac
1a huéng dan phat trién) hodc phé binh san phdm (ttrc 1a do lwdng hanh vi caa né so véi mong doi).

The combination of these two viewpoints determines the four quadrants: - Su két hop cua hai quan diém
nay xéc dinh bén géc phan tu:

» Quadrant Q1 (technology facing, support the team). This quadrant contains component and component
integration tests. These tests should be automated and included in the CI process. - Géc phan tw Q1 (déi
mit véi cong nghé, hd tro nhém). Géc phan tu nay chura cac bai test tich hop thanh phan va thanh phan.
Nhitng thir nghiém nay phai duoc ty dong hoa va dua vao quy trinh CI.

» Quadrant Q2 (business facing, support the team). This quadrant contains functional tests, examples, user
story tests, user experience prototypes, API testing, and simulations. These tests check the acceptance
criteria and can be manual or automated. - Gc phén tu Q2 (dbi mat véi cong viéc, hd tro nhém). Géc
phan tu nay chira cac thir nghiém chire nang, vi du, thir nghiém cau chuyén ciia ngudi ding, nguyén mau
trai nghiém nguoi dung, thir nghiém API va md phong. Cac thir nghiém nay test cac tiéu chi chip nhan va
c6 thé duoc thuc hién thi cdng hoic tw dong.

» Quadrant Q3 (business facing, critique the product). This quadrant contains exploratory testing,
usability testing, user acceptance testing. These tests are user-oriented and often manual. - Géc phan
tu Q3 (ddi mat véi doanh nghiép, phé binh san phim). Géc phén tu nay bao gdm thir nghiém tham do, thir
nghiém kha nang sir dung, thir nghiém chap nhan ciia nguoi dung. Nhiing thir nghiém nay hudng téi nguoi
dung va thuong tha cong.

* Quadrant Q4 (technology facing, critique the product). This quadrant contains smoke tests and non-
functional tests (except usability tests). These tests are often automated.- G6c phan tu Q4 (d6i mat vai
cong nghé¢, phé binh san pham). Goc phan tu nay chira cac bai test khi va test phi chitc nang (ngoai trir
test kha nang str dung). Nhitng thir nghiém nay thuong duoc ty dong hda.
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5.2.Risk Management (ISO 31000)- Quan 1y rii ro (ISO 31000)- Quén Iy riii ro (ISO 31000)

Risk management allows the organizations to increase the likelihood of achieving objectives, improve the
quality of their products and increase the stakeholders’ confidence and trust. - Quan ly rai ro cho phép cac
t6 chirc ting kha ning dat dugc muc tiéu, cai thién chat lugng san phim va tang cuong niém tin va su tin
cay cua cac bén lién quan.

The main risk management activities are: - Cac hoat dong quan ly rai ro chinh la:

* Risk analysis (risk identification and risk assessment) - Phan tich rui ro (xac dinh rai ro va danh gia rui
ro)

« Risk control (risk mitigation and risk monitoring) - Kiém soat rai ro (giam thiéu rai ro va giam sét rui ro)

1. Identification 2. Assessment
What are the risks? What is the likelihood of the risk
occurring?
How severe will the risk Impact
be?
4. Monitoring 3. Control
Has the situation changed? What can we do to reduce the
Are there new risks emerging? impact of the risk?

The test approach, in which test activities are selected, prioritized, and managed based on risk analysis and
risk control, is called risk-based testing.- Phuwong phap thur nghiém, trong d6 cac hoat dong thir nghiém
duoc hya chon, vu tién va quan ly dya trén phan tich rai ro va kiém soét rai ro, dugc goi la thir nghiém dwa
trén rui ro.

5.2.1. Risk Definition and Risk Attributes - Dinh nghia riii ro va thugc tinh rii ro

Risk is a potential event, hazard, threat, or situation whose occurrence causes an adverse effect. - Rui ro la
mot sy Kién, moi nguy hiém, moi de doa hoac tinh hudng tiém an ma sy xuat hién cua nd gay ra tic dong
bt lgi.

A risk has two factors: - Rui ro cd hai yéu té:

* Risk likelihood — the probability of the risk occurrence (greater than zero and less than one) - Kha nang
rai ro - X4c suét xay ra rai ro (16n hon 0 va nhé hon mét)
« Risk impact (harm) — the consequences of this occurrence - T4c dong rui ro (tac hai) — hau qua cua sy cb
nay
5.2.2. Project Risks and Product Risks - Riii ro du dn va riii ro sin phim
Project risk | Product risk (quality risks)

related to the management and control |related to the product quality characteristics - lién quan dén dac
of the project- lién quan dén viéc quan [tinh chat lwong san pham
Iy va kiém soat dur 4n
may have an impact on the project |may result in various negative consequences:- c6 thé gay ra nhiéu
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schedule, budget or scope, which
affects the project's ability to achieve
its objectives.- c6 thé co tac dong dén
tién d6, ngan séch hozc pham vi cua
du &n, anh huéng dén kha nang dat
dugc muc tiéu cua du an.

Example:

* Organizational issues
* People issues

« Technical issues

« Supplier issues

» Work product: SRS, code, design,
test documents

Vi du:

« Vén d t4 chirc

« Vén d con nguoi

« Vén d& ky thuat

« Vin dé vé nha cung cip

« Work product: SRS, ma, thiét ké, tai
liéu test

Actions: PM and Test manager
- Mitigation or reduce risk -
Hanh dong: PM va ngudi
quan ly test
Giam thiéu hogc giam thiéu rai
ro

hau qua tiéu cuc khéc nhau:

« User dissatisfaction

« Loss of revenue, trust, reputation

* Damage to third parties

» High maintenance costs, overload of the helpdesk
» Criminal penalties

» In extreme cases, physical damage, injuries or even death

-Ngudi dung khong hai long

-Mat doanh thu, mat niém tin, danh tiéng

- Thiét hai cho bén thir ba

- Chi phi bao tri cao, bo phan tro gilp qua tai
- Hinh phat hinh sy

-Trong trudng hop nghiém trong, thiét hai vat chit, thuong tich

hoac tham chi tir vong
Example;
» missing or wrong functionality
« incorrect calculations
* runtime errors
« poor architecture
« inefficient algorithms
« inadequate response time
* poor user experience
« security vulnerabilities
Vi du;
« chirc niing bi thiéu hoic sai
« tinh toan sai
« 15i thoi gian chay
- kién tric nghéo nan
« thuat toan kém hiéu qua
- thoi gian phan hdi khong day du
« trai nghiém nguoi dung kém
« 16 héng bao mat

Actions: Tester
Product risk analysis ( 5.2.3)
-Hanh dong: Nguoi test
- Phan tich rai ro san pham (5.2.3)

5.2.3. Product Risk Analysis - Phdn tich riii ro sin phim

The goal of product risk analysis is a way that minimizes the residual level of product risk - Muc tiéu cua

phan tich rai ro san pham la cach giam thiéu muc do rai ro san pham con lai
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Risk identification identify risks by using various techniques and tools, e.g., brainstorming, workshops,
interviews, or cause-effect diagrams. - Xéc dinh riii ro Xéc dinh rii ro bang cach sir dung cac k§ thuat va
cong cu khac nhau, vi du: déng néo, hai thao, phong van hogc so db nguyén nhan.

Risk assessment: categorization of identified risks, determining their risk likelihood, risk impact and
level, prioritizing, and proposing ways to handle them. - Panh gia rui ro: phan loai cac rui ro da dugc xac
dinh, x4c dinh kha ning xay ra rii ro, tic dong va mirc do rii ro, wu tién va d& xuit cach xir ly.

Risk level = Likelihood x impact

Product risk analysis may influence the thoroughness and scope of testing. Its results are used to:- Phan
tich rai ro san phdm cd thé anh huéng dén tinh ki ludng va pham vi thir nghiém. Két qua cia né dugc st
dung dé:

« Determine: scope of testing, test levels, test types, test techniques - Xac dinh: pham vi kidm thi, cép do
kiém thur, loai kidm thir, k§ thuat kiém thu

« Estimate the test effort - Uéc tinh nd luc test
* Prioritize testing - Uu tién thit nghiém
« Any activities in addition to testing -B4t ky hoat déng nao ngoai viéc test

5.2.4. Product Risk Control - Kiém sodt riii ro sin phim

Product risk control consists of risk mitigation and risk monitoring: - Kiém soat rai ro san phim bao gom
giam thiéu rai ro va giam st rai ro:

- Risk mitigation implementing the actions proposed to reduce the risk level. - Giam thiéu rui ro thyc hién
cac hanh dong dugc d& xuat nhim giam thiéu mirc do rui ro.

- Risk monitoring is to ensure that the mitigation actions are effective, to obtain further information to
improve risk assessment, and to identify emerging risks. - Giam sat ri ro nhim dam bao cac hanh dong
giam thiu c6 hiéu qua, thu thap thém théng tin nhim cai thién viéc danh gia rii ro va xac dinh cac rai ro
méi ndi.Actions to mitigate the product risks by testing:

« Select the testers with the right level of experience and skills, suitable for a given risk type - Chon
nhimg nguoi thir nghiém c6 trinh d6 kinh nghiém va k§ niang phu hop, phti hop véi loai rai ro nhat dinh
« Apply an appropriate level of independence of testing - Ap dung mirc d6 doc lap thich hop cia thir
nghiém

« Conduct reviews and perform static analysis - Tién hanh danh gia va thuc hién static analysis

« Apply the appropriate test techniques and coverage levels - Ap dung cac ky thuat test va mirc d6 bao
phu phu hgp

« Apply the appropriate test types addressing the affected quality characteristics - Ap dung cac loai thir
nghiém thich hop nham giai quyét cac dic tinh chét lwong bi anh huong

« Perform dynamic testing, including regression testing - Thuc hién dynamic test, bao gdm test hdi quy

5.3.Test Monitoring, Test Control and Test Completion - Giam st test, kiém soat test va hoan
thanh test

Test Monitoring Test control Test completion

gathering information about control directives collects data from completed test
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testing guidance and the necessary activities to consolidate
corrective actions experience, testware, and any
other relevant information - thu
measure whether the test exit thap dir liéu tir cac hoat dong thir
criteria * Reprioritizing tests nghiém da hoan thanh dé cung cb
kinh nghiém, phan mem thir
nghiém va bit ky thong tin lién

* Adjusting the test schedule quan nao khac

assess test progress
Examples of control directives:

- Thu thap théng tin vé thir « Re-evaluating
nghiém

- dénh gid tién 40 test » Adding new resources
- do ludng xem céc tiéu chi thoat

Khoi bai test - chi thi kiém soat

- huéng dan va cac hanh dong
khic phuc cén thiét

Vi du vé cac chi thi kiém soat:
« SAp x&p lai cAc bai test

* Danh gi4 lai

« Biéu chinh lich thi

* Thém tai nguyén mdi

5.3.1 Metrics Used in Testing - 86 ligu dugc siv dung trong thir nghi¢m
Test metrics are gathered to show:- S6 liéu test dwoc thu thap dé hién thi:

+ progress against the planned schedule and budget - tién d6 so véi k& hoach va ngan sach du kién
+ the current quality - chat luvong hién tai

+ the effectiveness - hiéu qua

5.3.2. Purpose, Content and Audience for Test Reports (ISO/IEC/IEEE 29119-3 standard) -Muc dich,
Néi dung vi Déi twong ciia Béo cdo Thiv nghiém (tiéu chuin ISO/IEC/IEEE 29119-3)

Test reporting summarizes and communicates test information during and after testing - Bao céo thu
nghiém tém tit va truyén dat thdng tin thur nghiém trong va sau khi thir nghiém

Test progress reports are usually generated on a regular basis (e.g., daily, weekly, etc.) and include: -
B4o céo tién do kiém thir thuong duoc tao thuong xuyén (vi du: hang ngay, hang tuin, v.v.) va bao gom:

* Test period - Thoi gian thir nghiém

« Test progress (e.g., ahead or behind schedule), including any notable deviations - Tién d¢ test (vi du:
truée hozc sau lich trinh), bao gdm moi sai léch dang chi ¥

« Impediments for testing, and their workarounds - Nhitng tré ngai cho viéc thir nghiém va cach giai quyét
« Test metrics - S6 liéu thir nghiém
« New and changed risks within testing period - Riii ro méi va thay doi trong thai gian thir nghiém

« Testing planned for the next period - Ké hoach test cho ky tiép theo
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A test completion report is prepared during test completion, includes:- Mot bao cao hoan thanh bai test
duoc chuan bj trong qué trinh hoan thanh bai test, bao gdm:

« Test summary - TOm tit thir nghiém

* Testing and product quality evaluation based on the original test plan (i.e., test objectives and exit
criteria) - Test va dénh gia chit luong san pham dua trén ké hoach test ban dau (tirc 1a muc tiéu test va tiéu
chi déu ra)

* Deviations from the test plan (e.g., differences from the planned schedule, duration, and effort). - Nhiing
sai léch so vai ké hoach test (vi du: sy khac biét so véi lich trinh, thai lwong va nd luc da dinh).

« Testing impediments and workarounds - Tré ngai test va cach giai quyét

« Test metrics based on test progress reports - S6 liéu test dua trén bao céo tién d6 test

» Unmitigated risks, defects not fixed - Rii ro khéng duoc giam thiéu, khuyét diém khong dugc
khéc phuc

« Lessons learned that are relevant to the testing - Nhiing bai hoc rut ra ¢6 lién quan dén viéc test

5.3.3. Communicating the Status of Testing - Truyén dat tinh trang thir nghiém

« Verbal communication with team members and other stakeholders - Giao tiép bang 1oi néi véi cac thanh
vién trong nhém va cac bén lién quan khac

* Dashboards (e.g., CI/CD dashboards, task boards, and burn-down charts) - Bang thong tin (vi du: bang
thong tin CI/CD, bang tac vu va biéu dd ghi lai)

« Electronic communication channels (e.g., email, chat) - Cac kénh lién lac dién tu (vi du: email, trd
chuyén)

« Online documentation - Tai lidu truc tuyén

» Formal test reports - B&o céo thir nghiém chinh thac

5.4.Configuration Management - Qudn Iy cdu hinh

Configuration management (CM) provides a discipline for identifying, controlling, and tracking work
products such as test plans, test strategies, test conditions, test cases, test scripts, test results, test logs, and
test reports as configuration items.- Quan Iy cau hinh (CM) cung cip ky luat dé xac dinh, kiém soat va
theo di cac work product nhu ké hoach test, chién lugc test, diéu kién test, truong hop test, tap lénh test,
két qua test, nhat ky test va b4o céo test dudi dang cac muc ciu hinh.

CM ensures the following: - CM ddm bao nhiing didu sau:

« All configuration items, including test items (individual parts of the test object), are uniquely identified,
version controlled, tracked for changes, and related to other configuration items so that traceability can be
maintained throughout the test process - T4t ca cac hang muc ciu hinh, bao gdm cac hang muc kiém thir
(c&c phan riéng 1& cia déi twong kiém thir), duoc xac dinh duy nhét, duoc kiém soat phién ban, theo dbi
céc thay dbi va lién quan dén cac hang muc cdu hinh khac dé c6 thé duy tri kha nang truy xuat ngudn géc
trong suét qué trinh kiém thur.

« All identified documentation and software items are referenced unambiguously in test documentation -
T4t ca cac tai liéu va muc phan mém duoc xac dinh déu duoc tham chiéu rd rang trong tai liéu test
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5.5. Defect Management - Quan Iy 16

Anomalies may be reported during any phase of the SDLC and the form depends on the SDLC - Céc bt
thuong c6 thé duoc bao céo trong bat ky giai doan nao cia SDLC va biéu mau phy thuéc vao SDLC

The workflow typically: - Quy trinh 1am viéc thuong:

- log the reported anomalies, analyze and classify them, - ghi lai cAc bt thuong dwoc béo céo, phan tich
va phan loai ching,

- decide on a suitable response such as to fix or keep it as it is and finally to close the defect report -
quyét dinh mét phan hdi pht hop nhu sira chira hozc giit nguyén va cudi cung 1 dong béo céo 13i

Typical defect reports objectives: - Muc tiéu béo céo 18i dién hinh:

* Provide those responsible for handling and resolving reported defects with sufficient information to
resolve the issue - Cung cap day di thdng tin cho nhiing nguoi chiu trach nhiém xir ly va giai quyét cac 15i
duoc béo céo dé giai quyét van dé

« Provide a means of tracking the quality of the work product - Cung cip phuong tién theo di chét lugng
work product

* Provide ideas for improvement of the development and test process - Cung cép y tuong dé cai tién qua
trinh phat trién va thir nghiém

A defect report:
* Unique identifier - ID duy nhét

« Title with a short summary of the anomaly being reported - Tiéu d& véi ban tém tit ngin gon vé sy bét
thuong dang duoc bao cao

* Date when the anomaly was observed, issuing organization, and author, including their role - Ngay phat
hién su bit thuong, t6 chirc phat hanh va tac gia, bao gom ca vai tro cua ho

« Identification of the test object and test environment - Xac dinh déi tugng thir nghiém va méi truang thir
nghiém

« Context of the defect (e.g., test case being run, test activity being performed, SDLC phase, and other
relevant information such as the test technique, checklist or test data being used) - Béi canh cua I3i (vi du:
trudng hop kiém thir dang chay, hoat déng kiém thir dang duoc thuc hién, giai doan SDLC va cac thong
tin lién quan khac nhu k¥ thuat kiém thir, danh sach test hoac dir ligu kiém thir dang dugc sir dung)
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Chapter 6: Tool Support for Testing - Céng cu hd tre test

6.1.Tool Support for Testing - Céng cu hé tro test

» Management tools — increase the test process efficiency by facilitating management of the SDLC,
requirements, tests, defects, configuration - Cng cu quan ly — ting hidu qua qua trinh test bang cach hd
trg quan ly SDLC, yéu cau, test, 13i, cau hinh

« Static testing tools — support the tester in performing reviews and static analysis - Cng cu static test — hd
tro nguoi test thyc hién danh gia va static analysis

* Test design and implementation tools — facilitate generation of test cases, test data and test procedures -
Cong cu thiét k& va trién khai thir nghiém — tao diéu kién tao ra cac truong hop thir nghiém, dir lidu thi
nghiém va quy trinh thir nghiém

« Test execution and coverage tools — facilitate automated test execution and coverage measurement -Cac
cdng cu thuc hién va bao phu kiém thir — tao diéu kién thuc hién kiém thir ty dong va do luong pham vi
bao phu

» Non-functional testing tools — allow the tester to perform non-functional testing that is difficult or
impossible to perform manually - Céc cong cu test phi chic nang — cho phép ngudi test thuc hién test phi
chirc ning khé hodc khong thé thuce hién thi cong

* DevOps tools — support the DevOps delivery pipeline, workflow tracking, automated build process(es),
CI/CD - Cong cu DevOps — hd tro quy trinh phan phéi DevOps, theo ddi quy trinh lam viéc, (cac) quy
trinh x@y dyung tu d6ng, CI/CD

« Collaboration tools — facilitate communication - Cong cu cong tac — hd tro giao tiép

« Tools supporting scalability and deployment standardization (e.g., virtual machines, containerization
tools) - CAc cong cu hd trg kha ning mé rong va tiéu chuin héa trién khai (vi du: may 4o, cdng cu chira)

« Any other tool that assists in testing (e.g., a spreadsheet is a test tool in the context of testing)- Bt ky
cdng cu nao khéc hd tro test (vi du: bang tinh 1a cong cu test trong béi canh test)

6.2.Benefits and Risks of Test Automation - Lgi ich va riii ro ciia tw dong héa thir nghiém
Potential benefits: - Loi ich tiém ning:

« Time saved by reducing repetitive manual work - Tiét kiém thoi gian bang cach giam cong viéc thu
cong lap di lap lai

« Prevention of simple human errors through greater consistency and repeatability - Ngan ngira cac 16i don
gian caa con ngudi thong qua tinh nhét quan va kha ning 13p lai cao hon

* More objective assessment - Panh gia khach quan hon
« Easier access to information - Truy cap thong tin dé dang hon

» Reduced test execution times to provide earlier defect detection, faster feedback and faster time to
market - Giam thoi gian thuc hién kidm thir @ phat hién 13i sém hon, phan hdi nhanh hon va thoi gian
dura san phdm ra thj truong nhanh hon

« More time for testers to design new, deeper and more effective tests - Nhiéu thoi gian hon cho ngudi thir
nghiém dé thiét ké cac thir nghiém méi, sau hon va hiéu qua hon

Potential risks: - Rui ro tiém 4n:
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« Unrealistic expectations - Ky vong khéng thuc té
« Inaccurate estimations of time, costs, effort - Udc tinh khong chinh xac vé thoi gian, chi phi, cong sirc

« Using a test tool when manual testing is more appropriate. -Su dung c6ng cu test khi test thu céng la phu
hop hon.

* Relying on a tool too much, e.g., ignoring the need of human critical thinking. -Dua vao mét cong cu qua
nhiéu, vi du nhu bé qua nhu cau tu duy phan bién ciia con nguoi.

« The tool vendor - Nha cung cip céng cu
« The dependency on the tool vendor - Su phu thudc vao nha cung cip cng cu
« Open-source - Ma ngudn mé

* The automation tool is not compatible with the development platform. - Céng cu tu dong hoa khéng
tuong thich véi nén tang phat trién

* Choosing an unsuitable tool that did not comply with the regulatory requirements and/or safety
standards.- Chon mét cdng cu khong phii hop, khong tuan thi cac yéu ciu quy dinh va/hoic tiéu chuin an
toan.

Puoc tao bai chi Ta Thi Thinh, gidm déc trung tam QRS
Skype: ta.thinh0204, zalo: 0986775464 55



